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Address by the Chairman of the State

Financial Monitoring Service of Ukraine

Igor Cherkaskyi

.

\?

Dear colleagues!

The State Financial Monitor-
ing Service of Ukraine offers for
your consideration the Annu-
al report which highlights the
main results achieved by SFMS
of Ukraine in the AML/CFT area
in 2015.

We offer to your attention
Annual report of the State Fi-
nancial Monitoring Service of
Ukraine for 2015, which high-
lights key results in the sphere
fight against legalization (laun-
dering) of proceeds from crime,
terrorist financing and the fi-
nancing of proliferation of

weapons of mass destruction.

It should be emphasized that
money laundering and terror-
ist financing crimes are an ex-
tremely negative phenomenon
that destroys the foundations
of the economy and state finan-
cial system, undermining foun-
dations of its reputation and in-
vestment component.

In this regard, SFMS as an
FIU of Ukraine on a continuous
basis during the year used en-
hanced measures to reform the
system of financial monitoring
in these key areas:

e bringing legislation on fi-
nancial monitoring to interna-
tional standards;

e improvement of forms and
methods of work on financial
investigations;

e enhancing international co-
operation.

At the beginning of 2015 a
new law of Ukraine «On pre-
vention and counteraction to
legalization  (laundering) of
proceeds from crime, terror-
ist financing and the financing
of proliferation of weapons of
mass destruction» came into
force. However, in August last
year, with the support and as-
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sistance of SFMS and OSCE
Project Coordinator, Scientific-
practical commentary had been
issued to it.

In order to implement the
new Law SFMS mutually with
the Ministry of Finance of
Ukraine developed all the nec-
essary regulations.

An important event last year
was also the Ukraine Govern-
ment’s decision on the submis-
sion of SFMS Strategy of de-
velopment of prevention and
counteraction to legalization
(laundering) of proceeds from
crime, terrorist financing and
the financing of proliferation of
weapons of mass destruction
for the period till 2020.

As part of its core functions,
one of the priorities of SFMS
was to continue active action
on investigating the facts of
money laundering, proceeds
of corruption, theft and misap-
propriation of public funds and
property, searching and block-
ing the assets of former Ukrain-
ian officials.

It should be noted as for now
that SFMS has blocked funds
equivalent USD 1.52 billion on
the accounts of individuals and
entities that have a relation-
ship with former President of
Ukraine and former officials.

Also, SFMS undergoes exten-
sive and effective work aimed
at identifying and blocking of

funds in respect of persons who
finance terrorism (separatism)
and persons who publicly call-
ing for violent change or over-
throw of the constitutional or-
der or change the boundaries
of the territory of the state bor-
der of Ukraine.

During reporting period the
SFMS together with the Secu-
rity Service of Ukraine has sus-
pended more than UAH 76 mil-
lion intended to finance illegal
armed formations so-called
«DPR» and «LPR»

Along with this, SFMS started
work on constructive coopera-
tion with the newly established
National Anti-Corruption Bu-
reau of Ukraine.

Last year, was marked by sig-
nificant progress in the territo-
ry of international cooperation
in financial monitoring.

The mission of the Interna-
tional Monetary Fund (IMF) as
part of verification of structural
benchmarks of the Agreement
to the Memorandum of Eco-
nomic and Financial Policies
demonstrated a high level of
legislative support of financial
monitoring and Ukraine also
highly appreciated the work of
SFMS in this direction.

At the 48th Plenary Meeting
of the Committee of Experts
of the Council of Europe on
the Evaluation of Anti-Money
Laundering and the Financing
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of Terrorism (MONEYVAL) del-
egation of Ukraine presented
a report on the progress of our
country, for the consideration
of MONEYVAL which has ap-
proved the information submit-
ted and praised the measures
taken by Ukraine in the field of
financial monitoring.
Moreover, during the report-
ing year expert missions of the
European Union visited the
FIU to verify the implementa-
tion of the second phase of the
benchmarks of the Action Plan
on visa liberalization with the
fight against money laundering
and terrorist financing. Follow-
ing the results of its work, the
mission of EU experts positively
noted work of SFMS on coordi-
nating the system of financial

monitoring in Ukraine.

We are determined to con-
tinue the constructive work on
improving the national system
of financial monitoring.

SFMS was is and will be a reli-
able partner, open to coopera-
tion with relevant government
agencies, private sector, NGOs
and other organizations oper-
ating in the field of prevention
and counteraction to legaliza-
tion (laundering) of proceeds
from crime, terrorist financing
and the financing of prolifera-
tion of weapons of mass de-
struction both in Ukraine and
abroad.

L

Sincerely,
lgor CHERKASKYI
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LIST OF ABBREVIATIONS

e FATF — Financial Action Task Force

e MONEYVAL — The Committee of Experts on the Evalu-
ation of Anti-Money Laundering Measures and the Fi-
nancing of Terrorism

e Basic law — Law of Ukraine “On prevention and coun-

teraction to legalization (laundering) of proceeds from

crime, terrorist financing and the financing of prolifera-

tion of weapons of mass destruction”

PGO — Prosecutor General’s Office of Ukraine

SFMS — State Financial Monitoring Service of Ukraine

SFS — State Fiscal Service of Ukraine

URPI — Unified Register of Pre-trial Investigations

USR — United State Register of Legal Entities, Individual

Entrepreneurs

e USIS — Unified State Informational System in the sphere
of prevention and counteraction to legalization (laun-
dering) of the proceeds from crime, terrorist financing
and the financing of proliferation of weapons of mass
destruction

e MIA — Ministry of Internal Affairs of Ukraine

e NBU — National Bank of Ukraine

e SCRFSM - State Commission for Regulation of Financial
Services Markets of Ukraine

e NSSMC — National securities and stock market commis-

sion

e OSCE — Organization for Security and Cooperation in Eu-
rope

e FIU — Financial Intelligence Unit

e |A —intelligence agencies

e SSU — State Security Service of Ukraine

e FIS — Foreign Intelligence Service of Ukraine
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Section 1

1. ABOUT THE STATE FINANCIAL
MONITORING SERVICE OF UKRAINE

1.1. The role of the SFMS of
Ukraine in the AML/CFT sys-
tem

The State Financial Monitor-
ing Service of Ukraine that is a
central executive body which
implements the state AML/CFT
policy is the key element of the
AML/CFT system.

The activity of the SFMS of
Ukraine is regulated by the Law
of Ukraine «On prevention and
counteraction to legalization
(laundering) of proceeds from
crime, terrorist financing and
the financing of proliferation of
weapons of mass destruction»
(hereinafter referred to as the
Basic Law) and its Statute.

According to the Statute of
the SFMS of Ukraine, approved
by the Decree of the Cabinet of
the Ministers of Ukraine as of
July 19, 2015 Ne 537, the activi-
ty of the SFMS of Ukraine is reg-
ulated and coordinated by the
Cabinet of Ministers of Ukraine
through the Minister of Finance
of Ukraine.

State Financial Monitoring
Service of Ukraine provides im-
plementation of state policy in
the sphere of combating legali-
zation (laundering) of proceeds
from crime and terrorist financ-

1.8 LKl .
Pic. 1.1. Building of the SFMS of Ukraine

ing and ensures coordination
of activities of state agencies in
the AML/CFT area.

One of the main tasks of SFMS
is drawing up the proposals on
improvement of legislation in
the abovementioned area, im-
plemented through the Minis-
try of Finance of Ukraine.

Furthermore, in accordance
with Law of Ukraine «On ratifi-
cation of the Council of Europe
Convention on Laundering,
Search, Seizure and Confiscation
of the Proceeds from Crime and
on the Financing of Terrorism»
SFMS is the body authorized by
Ukraine to perform functions of
the FIU (Financial Intelligence
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Unit, FIU), one of the main tasks
of which is collecting, processing
and analyzing of information on
financial transactions, subject
to obligatory financial monitor-
ing or any other financial trans-
actions and information that
might be related with suspicion
of legalization (laundering) of
proceeds from crime, terror-
ist financing and the financing
of proliferation of weapons of
mass destruction.

Establishment of constructive
cooperation with the interna-
tional organizations and foreign
counterparts, that are in charge
of organization of efficient
counteraction to legalization
(laundering) of the proceeds of
crime and terrorist financing, is
one of the important directions
of the activity of the SFMS of
Ukraine.

The SFMS of Ukraine as an FIU
shares information with foreign
counterparts on the reciprocity
principles under the Charter of
the Egmont Group of FIUs and
Memoranda of Understanding.

1.2. Human Resources

The human resources policy
of the SFMS of Ukraine is con-
ducted according to the re-
guirements of the Constitution
of Ukraine, legislation on the
state service issues, principles
of prevention and counterac-

Pic. 1.2. The emblem and the flag of the SFMS
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STRUCTURE OF THE SFMS OF UKRAINE

L

First Deputy Head

Coordination
of Financial
Monitoring System
Department

Legal Division

Training Centre
of the SFMS
of Ukraine

Deputy Head

Financial
Investigation
Department

Informational
Technologies
Departmen

State entity
"Property exploitation
body"

Sector for organizational
and analytical support of
Head’s activity

Planning, Performing the
Budget, Accounting and
Work with Personnel
Division

Regime and
Security Sector

J

Pic. 1.3

tion to corruption, other regu-
lations under which the state
provides the conditions for the
citizens to implement the right

01.01.11

01.01.12 01.01.13

to work, preparation and pro-
fessional development of the
personnel pursuant to the so-
cial needs.

DYNAMICS OF THE ACYUAL NUMBER OF EMPLOYEES
OF THE SFMS OF UKRAINE IN 2011-2016

01.01.14 01.01.15 01.01.16

Pic 1.4
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Approved staff number of the
SFMS of Ukraine is 237 persons.

As of December 31, 2015 202
employees actually work in the
SFMS of Ukraine. Dynamics of
the actual number of employ-
ees of the SFMS of Ukraine in
2011-2016 is provided in the
chart below.

Gender distribution of the em-
ployees in the SFMS of Ukraine
represents: 78 men (38,6%) and
124 (61,4%) women. Among the
senior management there are
33 men and 34 women.

According to the age struc-
ture of employees SFMS of
Ukraine the most numerous
age group is people younger
than 35 years old.

The SFMS of Ukraine staff con-

sists of high qualified specialists
with complete higher educa-
tion. 7 employees of the SFMS
of Ukraine with a degree and 4
of them are holding an academ-
ic degree. 9 employees of the
SFMS of Ukraine is the Master
of Public Administration.

In 2015 the SFMS of Ukraine
held 3 meetings of selection
committee to fill the vacancies
of civil servants. 38 persons
participated in the competitive
selection. Under the results of
the competitive selection 27
persons were appointed. More-
over, under results of probation
period 10 person was trans-
ferred to the SFMS of Ukraine
from other state agency.

The SFMS of Ukraine has

THE STRUCTURE OF THE SFMS OF UKRAINE
BUDGETARY ALLOCATIONS FOR 2015

Expenditures

Wages and wage upholding
Utility services and energy carrier payments

Business trip expenditures

Sum in thou-
sand UAH

22 033,0
1282,1

0,0

Other expenditures to ensure activity and maintenance of the State

Information System and Information &Analytical System of the SFMS

of Ukraine

Maintenance of the Training Centre of the SFMS of Ukraine

Total

1780,2

2 306,3

27 401,6

Table 1.1
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formed the employment pool to
use effectively the potential and
professional skills of highly qual-
ified employees. In 2015 the
employment pool included 137
specialists. During 2015, 10 em-
ployees were appointed to the
positions of the SFMS of Ukraine
from the employment pool, all
of them to senior management.

In order to gain practical ex-
perience, examine the profes-
sional level and in the view of
carrier promotion the SFMS of
Ukraine conducts probation for
civil servants, under results of
which in 2014 year 22 employ-

ees of the SFMS of Ukraine were
promoted to higher positions.

1.3. Funding of the SFMS of
Ukraine

In 2015 the SFMS of Ukraine
was financed from the state
budget within the budgetary al-
locations pursuant to the Law
of Ukraine «On State Budget of
Ukraine for 2015».

In 2015 according to budg-
etary allocations the SFMS of
Ukraine expended 27 401 600
UAH. Funds expenditure is pro-
vided in the table below.
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2. AML /CFT LEGISLATION DEVELOPMENT

In 2015 the SFMS of Ukraine
took measures in develop-
ment of proposals to improve
the legal acts in the area of
prevention and counterac-
tion to legalization (launder-
ing) of proceeds from crime,
terrorist financing and other
issues of the SFMS of Ukraine
activities.

On 6th February 2015 came
into force the Law of Ukraine
«On prevention of legaliza-
tion (laundering) of proceeds
from crime, terrorism financ-
ing, and financing of prolif-
eration of weapons of mass
destruction», adopted by the
Parliament of Ukraine on 14th
October 2014.

In order to implement the
requirements of the Basic
Law and the enforcement of
its compliance with the nor-
mative legal acts in the field
of combating legalization
(laundering) of proceeds from
crime, terrorism financing
and financing of proliferation
of weapons of mass destruc-
tion, during 2015 the SFMS
adopted (list reproduced in
Annexes A and B):

e 12 Resolutions of the Cab-
inet of Ministers of Ukraine,
developed by the SFMS;

e 14 Orders of the Minis-
try of Finance of Ukraine, of
which 13 developed by the
SFMS and 1 developed by
the Ministry of Finance of
Ukraine;

e 9joint Orders of the Minis-
try of Finance of Ukraine with
other regulators, of which 8
developed by the SFMS and 1
developed by the Ministry of
Finance of Ukraine;

e 25 acts of state regula-
tors (3 Orders of the Ministry
of Finance of Ukraine, 6 Or-
ders of the Ministry of Jus-
tice of Ukraine, 4 Orders of
the Ministry of Infrastructure
of Ukraine, 7 Regulations of
Board of the National Bank
of Ukraine, 3 Solutions of Na-
tional Commission on Securi-
ties and Stock Market and 2
Orders of the National Com-
mission for State Regulation
of Financial Services Mar-
kets).

Also, during 2015 the SFMS
adopted 168 orders and 6
regulations organizational
and administrative nature,
approved 66 draft legal acts
developed by other public
authorities, of which 6 pro-
jects provided comments and
suggestions.

Section 2
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3. STATISTICS ON STRS

3.1. General dynamics of STRs

Pursuant to the Basic Law
of Ukraine reporting enti-
ties submit to the SFMS of
Ukraine with STRs on finan-
cial transactions subject to fi-
nancial monitoring under the
legislation or suspected to be
related to money laundering

or terrorist financing.

From the start of exploi-
tation of informational and
analytical system the SFMS
of Ukraine received and pro-
cessed 15 222 076 STRs sub-
ject to financial monitoring,
including 4 391 834 STRs in
201y (pie=3-1)

STRS DYNAMICS IN 2011-2015

»
>

2015

2014 1297 324

2013 990 337

2012 975 399

2011 1095 883

4391 834

4

500 000 [~
1000000 [~
1500000 [~
2000000 —

It should be mentioned thatin
2015 the number of 4 357 117
STRs received by the SFMS of

\

2500000
3000000 —
3500000
4000000 —
4500000 —

Pic. 3.1

Ukraine decreased on 238,4%
comparing with 2014 (pic. 3.2).
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DYNAMICS OF STRS
RECEIVED BY THE SFMS OF UKRAINE IN 2014-2015

A
1450 000 -
1507 568
1250 000 -
1219 269
1050 000 -
850000 956 463
650 000 -
673 817
450 000 -
443 045
250 000 - 339413
235 308 269 730
50 000 T T >
| quarter Il quarter Il quarter IV quarter
Pic. 3.2

3.2. Reporting entities STRs
Dynamics

reporting system are banks that
provide a main share of STRs.
Thus, in 2015 banks provided

The most active entitiesinthe  99,0% of STRs (pic. 3.3).

DYNAMICS OF STRS PROVIDED BY BANKS AND NON-BANKING
INSTITUTIONS IN 2011-2015

A
5 000 000 -
44 480
4 000 000
S10001060% 4312 637
2 000 000 -
1 000 000 -
1062 215 943 862 954 380 1260 508
0- 2011 2012 2013 2014 2015
B banks Il non-banking institutions

Pic. 3.3
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It also should be mentioned
that general number of mis-
takes made in reports, as well
as in previous years, consti-
tutes only 0,8% from the total
number of STRs received by
the SFMS of Ukraine in 2015.

In 2015 the number of
STRs received by the SFMS

of Ukraine in electronic form
from non-banking institutions
increased in comparison with
2014 on 23,2 % and consti-
tutes 98,7 % from total num-
ber of transactions received
by the SFMS of Ukraine from
the mentioned category of re-
porting entities (tab. 3.1).

NUMBER OF STRS RECEIVED FROM BANKS
AND NON-BANKING INSTITUTIONS
AS OF JANUARY 1, 2016 BY MEANS OF SUBMITTING INFORMATION

Section 3

institutions

The most active reporting enti-
ties among non-banking institu-
tions are insurance companies.
Share of such STRs subject to fi-
nancial monitoring in total num-
ber of STRs of non-banking sec-
tor constitutes 67,4 % (tab. 3.2,
pie=3.4).

Distribution of reports regis-
tered in reporting period in per-
spective of financial monitoring
indicia is the following (pic. 3.5):

e under indicia of obligato-
ry monitoring — 88,9 % (3 873
967);

e under indicia of internal
monitoring — 9,4 % (407 462);

Type of Number of STRs received
institution in electronic form

Banks 4312 637

Non-banking 43 889

Number of reports re-

ceived in hard copy

591

Tab 3.1

e under indicia of obligatory
and internal monitoring—1,6 %
(67 888);

e financial transactions on
the request concerning tracking
(monitoring) of financial trans-
actions — 0,2 % (7 800).

According to paragraph 1 of
the Article 6 of the Basic Law
entities are required to register
in SFMS.

There have been 23 172 re-
porting entities (including 10
173 separate branches) regis-
tered by the SFMS of Ukraine as
of 01.01.2015 (tab 3.3).




STATISTICS ON STRS

THE SHARE OF REPORTS IN TOTAL NUMBER REGISTERED STRS
RECEIVED BY THE SFMS OF UKRAINE FROM NON-BANKING
SECTOR IN 2015

Type of institution Number Share
Insurance institutions 29991 67,4 %
Securities market player 11 315 25,4 %
Entities which conduct lotteries 300 0,7 %
Notaries 31 0,1%
Other reporting entities 211 0,5 %

Tab 3.2

NUMBER OF THE MASEGES REGISTERED BY TYPE
OF NON-BANKING SECTOR

Insurance
institutions
67,4 %

Other reporting
entities
0,5%

Notaries
0,1%

Other entities
that provide
inancial services

Entities

which conduct Securities 5,9%
lotteries market player

0,7% 25,4%

Pic. 3.4
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DYNAMICS OF THE RECEIVED MESSAGES IN THE CONTEXT
OF THE FEATURES OF FINANCIAL MONITORING IN 2014-2015

12 167

WA

780 234
8579
653 645
2014 . 2015

M obligatory and internal monitoring
tracking (monitoring) of financial transactions
M internal monitoring

obligatory monitoring

Pic. 3.5

SHARE OF REPORTING ENTITIES REGISTERED BY THE SFMS OF
UKRAINE AS OF 01.01.2016

Types of reporting entity Number* Share (%)

Banking institutions 119 0,9 %

Participants of

financial services market 3188 24,1%
Professional participants of securities market 1736 13,2 %
Commodity exchanges 319 2,4%
Postal providers 6 0,1%
Specially designated 7837 59.3 %

reporting entities (DNFBPs)

Tab 3.3
* Data without considering separate branches
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NUMBER OF ENTITIES WHICH WERE REGISTERED, BY THE TYPE

Partici f Specially designated
articipants o reporting entities (DNFBPs)
financial services 59 3 %
market -
24,1%

—

Postal
providers
0,1%

Commodity
exchanges
2,4%

Professional

icipants of
f:glt‘fit?:s :rsm:rket Banking institutions
13,2% 0,9 %

Pic. 3.6
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4. ANALYTICAL ACTIVITY

4.1. Information Analysis Process

The SFMS of Ukraine within its
competence provides collection,
processing and analysis of infor-
mation on financial transactions
subject to financial monitoring,
other financial transactions or
other information related to ML/
TF suspicions.

Information for analysis is re-
ceived from the following sources:

e reporting entities;

e law enforcement agencies;

e regulators and other state
agencies;

e Financial Intelligence Units of
other countries.

The SFMS of Ukraine provides
comprehensive analysis of infor-

mation received and financial
flows detected in different sectors
of financial market.

Processing of the initial analyti-
cal information is performed by
the analytical segment of the Uni-
fied state information system on
financial monitoring.

All reports, which are kept in
storage of the SFMS of Ukraine are
divided into categories depend-
ing on the risk level and undergo
substantial analysis considering
all available information. Dossi-
ers are formed for further finan-
cial investigation as a result of this
analysis.

Thus, in 2015 there were 280
525 reports selected for active
processing, which formed basis

THE DYNAMICS OF THE DOSSIER FORMATION IN 2010-2015 YEARS

2015

2014

2013

2012

2011

2010

B Formed dossier units

1999

Pic. 4.1
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for 1 951 dossiers (pic. 4.1).

Dossiers are analyzed with the
purpose of revealing grounds that
financial transactions may be con-
nected with legalization (launder-
ing) of the proceeds of crime or
terrorist financing or with com-
mission of the other act envisaged
by the Criminal Code of Ukraine.

The SFMS of Ukraine analyses
financial transactions gradually
increasing the level of analysis of
financial transactions and dossi-
ers formed on their bases.

Compared with the 2014 year
the number of reported transac-
tions that have been the basis
for the formation of the dossier,
increased by 39,7% or 79 701 re-
ports of financial transactions.

As a result to the law enforce-
ment agencies in 2015 were sub-
mitted 686 dossiers (364 case
referrals and 322 additional case
referrals).

4.2. Freezing of financial transac-
tions

The Law provides for right to
freeze financial transactions. The
Ministry of Finance of Ukraine
adopted the Order Ne 1200 as
of 28.12.2015, registered in the
Ministry of Justice of Ukraine on
22.01.2016 under No 123/28253
On Approval of the Procedure
of Taking Decision by the SFMS
of Ukraine on Freezing Financial
Transactions.

The total period of suspension
of financial transactions can not
exceed 30 working days by para-
graph five of Article 17 of the Ba-
sic Law.

Under this Procedure the deci-
sion-making and order giving pro-
cess by the SFMS of Ukraine was
defined.

Thus, the following decisions
are taken and orders given:

e on further freezing of financial
transaction in the cases provided
by part 2 and 5 of the Article 17 of
the Basic Law;

e on freezing of debit transac-
tions under the accounts of the
customers (persons) according to
part 3 and 5 of the Article 17 of
the Basic Law;

e on cancellation of its decision
to freeze the debit transactions
according to part 5 of the Article
17 of the Basic Law;

* on freezing/renewal by a re-
porting entity of conducting or
providing monitoring of the finan-
cial transaction of a certain person
under request of the authorized
foreign agency — under the part 3
of the Article 23 of the Basic Law.

In 2015 the SFMS of Ukraine in
compliance with the Article 17 and
23 of the Basic Law has prepared
and forwarded 3 311 decisions
and gave 2 orders on freezing fi-
nancial transactions, particularly:

e according to part 2 of the Arti-
cle 17 of the Basic Law — 234 deci-
sions;

Section 4
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e according to part 3 of the Ar-
ticle 17 of the Basic Law — 1 676
decisions;

e according to part 5 of the Ar-
ticle 17 of the Basic Law — 1 401
decisions;

e according to part 3 of the Arti-
cle 23 of the Basic Law — 2 orders.

4.3. Financial investigations

In 2015 the priority was given to
the following directions:

e investigation of financial
transactions carried out by the
former President of Ukraine Vik-
tor Yanukovych, his family and
high level officials of the former
government, state agencies, local
government;

e financial investigations relat-
ed to terrorist financing or con-
ducted with the participation of
persons who publicly call for the
forcible change or overthrow of
the constitutional order or change
of boundaries of the territory or
of the state border of Ukraine;

e investigation of financial
transactions related with theft,
embezzlement of budget funds
and other public assets;

e investigation of financial
transactions related to misappro-
priation of bank funds;

e investigation of illegal activi-
ties of “conversion” centers and
fictitious entities engaged in mon-
ey laundering;

e financial investigations relat-

ed to illegal transfer and the trans-
fer of funds abroad;

e financial investigations relat-
ed to cybercrime;

e financial investigations relat-
ed securities and debt obligations;

e investigation of schemes re-
lated to insurance fraud.

Investigation of financial trans-
actions carried out by the former
President of Ukraine Viktor Yanu-
kovych, his family and high level
officials of the former govern-
ment, state agencies, local gov-
ernment

The SFMS of Ukraine continues
active work on investigation of the
facts of laundering of proceeds of
corruption, embezzlement and
misappropriation of state funds
and property of the former Presi-
dent of Ukraine Viktor Yanukovy-
ch, his relatives, high level officials
of the former government and re-
lated persons as well as individu-
als involved in the deliberate mass
murder of people.

The SFMS of Ukraine prepared
and sent to the law enforcement
agencies 128 case referrals (7
case referrals and 121 additional
case referrals), regarding finan-
cial transactions conducted by
the former President of Ukraine
Viktor Yanukovych, his family and
high level officials of the former
government, state agencies, local
government, including to:
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* Prosecutor General’s Office of
Ukraine — 5 case referrals and 119
additional case referrals;

e State Fiscal Service of Ukraine
— 1 case referrals;

e Ministry of Internal Affairs of
Ukraine — 1 additional case refer-
rals;

e Security Service of Ukraine—1
case referrals Ta 1 additional case
referrals.

The total amount of financial
transactions that could be related
to:

e the legalization of proceeds is
15,19 billion UAH;

e the commission of other
crimes is 5,22 billion UAH.

During pursuing of investigation
(March 2014 — December 2015)
regarding financial transactions
conducted by former public offi-
cials have been prepared and sent
to the law enforcement authori-
ties of Ukraine 396 referrals (79
case referrals and 317 additional
referrals).

The amount of financial trans-
actions that may be related to le-
galization of proceeds from crime
in these case referrals equals to
UAH 163.0 bn., and the amount
of financial transactions that may
be related to the committing of
another crime, is UAH 16.3 bn.

As a result of measures taken
by the SFMS of Ukraine during the
investigation the funds on the ac-
counts of individuals and entities
that have relation to

Yanukovych V. F. and former
high-level officials were blocked
in the equivalent of USD 1,52 bn.,
including:

e cash in the amount of UAH
1.7 bn., USD 229,9 mil., EURO 18,1
mil., and RUB 21,7 mil.;

e precious metals (gold and sil-
ver) of the total value of UAH 3.0
mil;

e securities in the amount of
UAH 2,6 bn. and USD 1,0 bn.

In addition, the SFMS pays spe-
cial attention to searching and
freezing assets of former high-lev-
el officials abroad.

Thus, during the investigation,
FIUs of other states reported
about freezing of funds of former
high-level officials and related en-
tities in the amount of USD 107,2
mil., EURO 15,9 mil. and CHF 135,0
mil., inter alia, in the following
countries: Austria, Great Britain,
Latvia, Cyprus, Italy, Liechtenstein,
Switzerland and the Netherlands.

Financial investigations related
to terrorist financing or conduct-
ed with the participation of per-
sons who publicly call for the for-
cible change or overthrow of the
constitutional order or change of
boundaries of the territory or of
the state border of Ukraine

One of the priorities in the ac-
tivities of the SFMS of Ukraine is
the identification and freezing of
funds related to the activities of
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persons who finance terrorism
and those who publicly call for for-
cible change or overthrow of the
constitutional order or change of
boundaries of the territory of the
state border of Ukraine. There-
fore, the SFMS in 2015 prepared
48 files (39 case referrals and 9
additional case referrals) regard-
ing financial transactions that may
be related to terrorist financing or
conducted with the participation
of persons who publicly call for
forcible change or overthrow of
the constitutional order or change
of boundaries of the territory or
of the state border of Ukraine and
submitted to law enforcement au-
thorities:

® PGO — 2 case referrals;

e MIA — 3 case referrals;

e SSU — 33 case referrals and 9
additional case referrals;

® FIS —1 case referral.

In 2015, 45 files of the above-
mentioned were prepared on
the basis of the information the
Security Service of Ukraine and
the Ministry of Internal Affairs
of Ukraine, provided in 127 let-
ters, regarding counteracting to
financing of terrorist and separa-
tist manifestations in Ukraine and
the participation in illegal actions
of public officials of state bodies
and bodies of the local self-gov-
ernment.

In submitted files:

e the amount of financial trans-
actions that may be related to

money laundering is UAH 387,5
mil.;

e the amount of financial trans-
actions that may be related to
the committing of another crime
specified by the Criminal Code of
Ukraine is UAH 1,487 bn.

As a result of taken measures
the SFMS during specified period
identified and froze funds from
financial transactions related to
terrorist financing, as well as ac-
tions aimed at the forcible change
or overthrow of the constitutional
order or the change of boundaries
of the territory or of the state bor-
der of Ukraine, in the amount of
UAH 110 mil., USD 715 100, EURO
206 600, RUB 3,0 mil.

The most widespread tools used
in terrorist financing schemes
(separatism) are:

e providing of financial assis-
tance;

e agreements of assignment of
claim;

e shopping on temporarily oc-
cupied territory;

e usage of charitable organiza-
tions;

® nominees

During the analysis the follow-
ing methods of terrorist financ-
ing (separatist) activities were re-
vealed:

e involvement of funds of indi-
viduals in terrorist financing (sep-
aratist) activities;

e transfer of funds to card ac-
counts of individuals who carry
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out terrorist (separatist) activities;

e blackmailing of the financial
assistance from business entities
by public officials of the so-called
“DPR” and “LPR”;

* usage of “conversion” centers;

e fundraising in the social nets
under the guise of the charitable
assistance by the group of individ-
uals;

e transfer of funds via electron-
ic payment systems to the nomi-
nees.

Case study 1

According to information of law
enforcement authorities some
individuals conducted financial
transactions that may be related
to financing of the separatist and

Report of law enforcement authorities
on pre-trial investigation of the

criminal proceedings under Article

258-3 of the Criminal Code of Ukraine

terrorist activities in the tempo-
rarily occupied territories (pic.
4.2

The official of so-called high
“Luhansk People’s Republic”, con-
ducted transfers in large amounts
to the accounts of close relatives
(wife and father) in banks. The
funds later was withdrawn in cash
and destined to funding of “LPR”.

Identified financial flows, where
the amount of executed financial
transactions related to the so-
called senior of “LPR” far exceed-
ed the income received by them.

Asthe result of analysis revealed
account balance related persons,
the amount of blocked funds was
UAH 9.3 mil.

On the basis of this facts law

Public Official of Lugansk
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enforcement authorities carrying
out an investigation.

Case study 2

According to information of law
enforcement authorities some
persons associated with the so-
called senior “DPR” carried out on
funding of the separatist and ter-
rorist activities in the temporarily
occupied territories (pic. 4.3).

Group of individuals, so-called
officials “Donetsk People’s Repub-
lic” conduct the transfer money
from controlled enterprises on
their own accounts in banks or on
the accounts of related individu-
als. The funds later was withdrawn
cash and destined to finance the
activities of the “DPR”.

The individuals related with the
so-called officials “DPR” conduct-

Report of the law enforcement
authority on pre-trial investigation
of criminal proceedings under Article
258-3 Public officials of Donetsk
People’s Republic

So-called high official "DPR"

ed financial transactions which
not respond officially declared
profits.

Account balance was UAH 28
600, USD 15 200 and EUR 10 100.

According to this information
the law enforcement agencies
carring out an investigation.

As for the investigation of fi-
nancial transactions related with
theft, embezzlement of budget
funds and other public assets

The results of analysis of infor-
mation on financial transactions
related to the possible embezzle-
ment of budget funds by SFMS
prepared and sent to the law en-
forcement agencies 65 case refer-
rals and additional case referrals,
including 50 - basis of information
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received from law enforcement
agencies.

The case referrals submitted an
analysis of the 17 880 financial
transactions in total of which 29%
were involved in state funds, half
of which suspected of legalization.

Submitted case referrals related
with the embezzlement of budget
funds committed by:

e improper management or
use;

e “Transit” transfer of public
funds through the accounts of
other legal entities and their sub-
sequent withdrawal of cash;

e “Transit” transfer of public
funds through the accounts of oth-
er legal entities in the accounts of
individuals and their subsequent
legalization;

e buying investment certifi-
cates followed withdrawal of cash.

The tools were used:

e cash withdrawal through POS-
terminals and ATMs;

e cash withdrawal using pay-
ment cards;

e allocation of funds according
to the algorithm for electricity;

e contracting loans / financial
aid;

e contracts the sale in the sec-
ondary market;

e investment certificates;

e payment on scratch cards and
prepaid - products;

e payment of repayment;

e payments of services, the fact
of granting which hard to check up.

The most common methods of
embezzlement and laundering of
public enterprises:

e national enterprise trans-
ferred funds to enterprises (win-
ners of tenders) that related with
the management of national en-
terprises. Further funds trans-
ferred in favor of fictitious compa-
nies for withdraw cash;

e newly created entity which
hasn’t employees and industrial
capacities, receives funds from na-
tional enterprises, some of which
is directed to the facilitator to sat-
isfy the conditions of the tender,
the rest withdraw cash or transfer
to official’s accounts of national
enterprises and related persons
or enterprises;

e received funds from the na-
tional enterprises for goods, ser-
vices, split up with a large number
of fictitious enterprises with the
purpose of payment, financial aid,
securities, transfer of debt from
the withdraw cash;

e national enterprises trans-
ferred funds to the entity without
actual delivery of goods and ser-
vices.

Case study 3.

The scheme of public funds
misappropriation with the assis-
tance of the public official of the
state enterprise, and their subse-
quent legalization by “conversion”
in cash was revealed (pic. 4.4).

The bank where the state com-
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pany opened the account report-
ed to the SFMS of Ukraine that
this enterprise has drawn money
from the account despite the fact
that the bankruptcy proceedings
for the state enterprise “O” were
initiated.

The state enterprise “O” with
the assistance of the public offi-
cial transferred funds to LLC “A” in
the amount of 16.2 mil. UAH for
works, services, salt and to the
account of LLC “Z” funds in the
amount of 6.0 mil. UAH for tubes.

LLC “Z” transferred part of the
received state funds by three
equal installments in the amount
of 160 000 UAH as the financial

assistance to the card accounts
of individuals, one of which be-
longed to the Chairman of the
Board of the state enterprise “O”,
who withdrew cash from ATMs
and bank cash.

LLC “A” transferred received
funds to the accounts of group of
companies by installments in the
amount of UAH 9.9 mil. as the
payment for fish, salt, and house-
hold chemicals to a non-resident
— LLC “Y” (Russian Federation) in
the amount equivalent to 0.8 mil
UAH as the payment for tubes.

In addition, LLC “A” transferred
funds in the total amount of UAH
5.7 mil to the account of the citizen
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F. (UAH 1.8 mil) and to additional
payment cards to his account held
in the name of citizen K (UAH 3.2
mil) and to the Chairman of the
Board of the state enterprise “O”
(UAH 0.7 mil). Afterwards funds
were withdrawn from payment
cards via ATMs.

The state enterprise “O” and
LLC “A” have a common registered
address.

LLC “A” and LLC “Z”, involved
in the scheme of embezzlement
of public funds with subsequent
conversion into cash, are likely to
be shell companies (sole founding
membership, non-declaration of
gross profit, existence of tax debt
and inconsiderable charter capi-
tal).

Upon these facts by law en-
forcement authorities are carry-
ing out the investigation.

Financial investigations related
to misappropriation of funds of
banks

Regarding the investigation
of financial transactions related
to misappropriation of funds of
banks

The banking sector, due to a va-
riety of financial services and in-
struments, the base of clients and
the accumulation of raised funds,
is an attractive subject for the use
of fraudulent schemes.

In most cases the criminal activ-
ity during the settlement, deposit

and credit operations is carried
out with the participation of em-
ployees of banks, including public
officials of banks.

The SFMS of Ukraine in 2015
prepared 26 case referrals (9 case
referrals and 17 additional case
referrals) pertaining to financial
transactions conducted in the
banks that were deemed insol-
vent and financial transactions of
significant share owners and man-
agement of banks, and submitted
to law enforcement authorities:

* Prosecutor General’s Office of
Ukraine — 4 case referrals and 13
additional case referrals regarding
4 banks;

e Security Service of Ukraine —
3 case referrals and 1 additional
case referral regarding 3 banks;

e Ministry of Internal Affairs of
Ukraine — 1 case referral and 1 ad-
ditional case referral regarding 2
banks;

e State Fiscal Service of Ukraine
— 1 case referral and 2 additional
case referrals regarding 1 bank.

The main tools that are used
in the schemes of embezzlement
and legalization of funds obtained
as a result of theft from banks are:

e “junk” securities (shares, bills);

e debentures of shell compa-
nies;

e transfer of the claim;

e converting funds into cash.

The most common methods of
embezzlement of banks funds are:

e issuing of bank loans to enti-
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ties affiliated with the owners of
banks;

e issuing of bank loans to shell
companies;

e withdrawal of property under
pledge by transferring property
rights to third parties;

e withdrawal of funds through
correspondent accounts in for-
eign banks.

Case study 4

During the analysis of transac-
tions the SFMS of Ukraine found
founded the “carousel” scheme,
which made it possible to conduct
pseudo-sale of a controlling inter-
est in the bank “B” within one day
using shell companies (pic. 4.5).

It was established that the bank
“B” during one day gave a group
of companies of start-ups, loans
secured by the goods to be sub-
sequently acquired, amounting
to UAH 2,3 bin. On the same day,
these funds were transferred to
the accounts of the second group
of companies, which in turn were
transferred these funds to the
third group of companies.

All of the above group of com-
panies were controlled by the
citizen K. and are likely to be shell
companies.

On the same day the third
group of companies remitted
these funds to the citizens O. and
S. as the payment for a controlling
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stake (80%) of the shares of the
bank “C”.

Citizens O. and S. used received
funds in the amount of UAH 2 bil-
lion to repay their own debts and
debts of companies controlled by
the bank “C” for loans which were
granted earlier.

As a result of the abovemen-
tioned transaction the debt of
citizens O. and S. and of the com-
panies under their control was
transferred to the shell companies
of the citizen N.

At present the banking license
of the bank “C” is revoked and the
liquidation procedure is initiated.

Upon these facts by law en-
forcement authorities are carry-
ing out the investigation.

Investigation of illegal activities
of “conversion” centres and ficti-
tious entities engaged in money
laundering

In 2015 the SFMS of Ukraine has
prepared and forwarded to law-
enforcement agencies of Ukraine
130 case referrals and additional
case referrals including 99 case
referrals an 31 additional case
referrals related (16 initiatively,
in response to 15 letters) to cash
withdrawal.

The following are shares of
grounds for cash withdrawal:

e withdrawal — 63,24 %;

e procurements of agricultural
products — 23,55 %;

e securities — 5,46 %;

e goods procurement/services
payment — 5,07 %;

e financial assistance/loan —
251%:

e undetermined (other) pur-
poses — 0,17 %.

Case study 5

Detected the scheme of funds
movement to transferring non-
cash funds into the cash (pic. 4.6).

Thus, the funds received from
the Group | of companies to the
accounts of Group Il (21 compa-
nies), in the further this funds
were transferred to the card ac-
counts of 20 individuals and re-
moved by them into a cash.

The total amount of funds
transferred in cash and listed on
the card account is UAH 278,3 mil.

Majority of the companies from
which accounts money was drawn
from, are registered in one period
of time, has scanty charter capi-
tal (from UAH 100 to 3 000) and
the individual official-constituent
warehouse. Information on the
declared gross income and taxes
paid are absent.

Individuals whish are the own-
ers of card accounts they are the
founders of these companies.
Such persons do not have the
wealth, revenues and ownership
of property.

According to the facts of law en-
forcement agencies carried out an
investigation.
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Financial investigations related
to illegal transfer and the transfer
of funds abroad

In order to avoid unproductive
outflow of financial resources out-
side Ukraine, the SFMS of Ukraine
has conducted the analysis of fi-
nancial transactions according to
which suspicious transactions of
illegal funds transfer abroad in the
amount of 16 711,830 mil. UAH
identified. Information of these
transactions was transferred as
a part of 20 referrals and 6 addi-
tional referrals with the subject of
“illegal funds transfer abroad” to
the Prosecutor General’s Office of
Ukraine, the State Fiscal Service of
Ukraine, the Ministry of Internal

- Il group of 7'
companies
(21 companies)
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Affairs of Ukraine and the Security
Service of Ukraine.

In addition, in 2015 the cus-
toms authorities of Ukraine re-
vealed attempts of illegal move-
ment across the customs border
of Ukraine of:

e currency assets (Ukrainian
hryvnias, US dollars, Canadian
dollars, pounds, rubles, Polish
zlotys (in the equivalent of UAH
77,85 mil));

® precious metals — silver of ir-
regular shapes and sizes of the
total weight of 14.79 kg, gold of
999,99 purity samples of the total
weight of 3.00 kg (in the equiva-
lent of UAH 2.58 mil);

e precious stones of organic
origin — amber in raw materials

Pic. 4.6
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and products of the total weight
of 462,61 kg (166,48 kg — in the
amount of UAH 11,37 mil, the val-
ue of 296,13 kg will be addition-
ally determined by the customs
authorities optional);

e 3 vehicles that were used
for moving across the customs
border, of the total value of UAH
0,39 mil.

Protocols on violation of cus-
toms rules were drawn up against
182 individuals (94 citizens of
Ukraine and 88 foreigners). Pre-
cious stones — amber in the raw
materials, products of it, precious
metals (silver and gold) and vehi-
cles were seized.

In the scheme the following
methods were used:

* re-allocation of cash on a large
scale by natural persons (“cash
couriers”);

e payment of import contracts
without actual delivery of the
goods into the customs territory
of Ukraine;

eoverprice purchasing of goods;

e undervalue import of goods.

Case study 6.

It was detected the scheme
aimed at the withdrawal of funds
abroad for fictitious contracts
which were concluded by Ukrain-
ian shell companies with non-resi-
dent companies (pic. 4.7).

Thus, the company “A” and the
company “B” concluded 14 simi-
lar sale-purchase agreements of

metal-tile with non-resident com-
panies “X” (United Kingdom) and
“Y” (Panama). In all cases, there
were 100% advance payments as
payments on the accounts of non-
resident companies “X” and “Y”,
opened in the Latvian bank, in the
total amount of USD 1,9 mil.

The source of funds on the ac-
counts of the company “A” and
company “B”, through which the
currency was purchased, was in-
come from the enterprises “C”, in
the total amount of UAH 78,5 mil.

According to the information
received from law enforcement
authorities, passport, which was
submitted by the director of the
company “A” and company “B”
was false as its owner was the
dead person. Moreover, the com-
panies “A”, “B” and “C” are likely
to be shell companies (sole found-
ing membership, non-declaration
of gross profit, existence of tax
debt and inconsiderable charter
capital).

There was not the supply of
any goods into the customs ter-
ritory of Ukraine for companies
IIAI) and ”B”,

Upon these facts by law en-
forcement authorities are carry-
ing out the investigation.

Financial investigations related
to cybercrime.

Information on 179 attempts of
money laundering from unlawful
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debiting out of bank clients’ ac-
counts was reported by bank in-
stitutions to the SFMS of Ukraine
in 2015.

In one case the SFMS of Ukraine
blocked funds in the bank account
of the client.

In banking sector the most
vulnerable with regard to cy-
ber crimes are online services or
services providing clients with
remote access to their bank ac-
counts, electronic wallets with at-
tached card accounts.

Under results of the analysis
of the information on financial
transactions that may be related
to non-authorized access to bank

systems in order to misappropri-
ate funds by fraudulent means 37
case referrals were submitted by
the SFMS of Ukraine to the law
enforcement agencies in 2015.

According received from law
enforcement agencies of Ukraine
information, on the base of the
case referrals, related to the cy-
bercrime and accepted the fol-
lowing procedural decisions:

e initiated criminal proceedings
(pre-trial investigation), which
was registered in the Unified Reg-
ister of Pretrial Investigation—1;

e connected to the previously
initiated criminal proceedings
(preliminary investigation) — 2;

Rl State boundary
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e pre-trial investigation fin-
ished, including closed criminal
proceedings — 1;

e information from law enforce-
ment agencies not coming to the
registration in the Unified Register
of Pretrial Investigation or anoth-
er decision according to the legis-
lation not accepted — 34.

The most common methods
of money laundering, which are
used by cybercriminals are:

e transfer a funds to the card
accounts and corporate accounts
of individuals, which subsequent-
ly withdrawn in cash, including
through cash machines etc.;

e transfer the funds through
the accounts of individuals and
legal entities, followed by the ac-

I Owner of the

%i"} : account
N il
----ap =
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LLC«E» \\" )
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Citizen B
UAH 300 Payment .
000 for works 1

founder

UAH 342 000

Payment for work

Statements about unauthorized
debiting of the account

UAH 108 000

Director or sole !

quisition of goods and services
throught the Internet;

e transfers the cash into elec-
tronic money and further cashing
in or purchase goods;

e exchange/placement on elec-
tronic wallets.

Case study 7

Detected unauthorized with-
drawals from the accounts of
companies for their further trans-
ferring into a cash (pic. 4.8).

During one day from the ac-
counts of three companies with
use the remote control, was deb-
ited without authorization funds
in the amount of 450 000 UAH.,
which in further accepted to the
account of “K”, with the appoint-
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Cash withdrawal
I UAH 20 000
1 Transaction
\ \4
E UAH 277 400 )
Cash withdrawal Na,
Net
of ATMs
Pic. 4.8
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ment of “salary payment”

In a further the large part of
such funds (UAH 277 400) was
received and withdrawn in cash
using the ATMs. The rest of funds
(UAH 20 000) transferred to the
card account of founder and di-
rector of the “K” and subsequent-
ly also cashed.

Moreover ltd. “K” has negative
taxpayer balance (Unique State
Register consist include informa-
tion about the absence of the
place of registration), do not de-
clare gross revenue, do not pay
taxes and had individual official-
constituent warehouse.

Under these circumstances, law
enforcement agencies are cur-
rently conducting an investiga-
tion.

Financial investigations related
securities and debt obligations

The SFMS of Ukraine in 2015
submitted to the law-enforcement
agencies 95 case referrals (case re-
ferrals - 65 and an additional case
referrals - 31), which specifies the
financial transactions related to
the purchase/sale and payment/
repayment of securities.

When money laundering
through the securities market
used the following instruments:

e securities, emitents of which
are companies with fictitious;

e securities that are traded on
the OTC market;

e bills, with a turnover more
than 3 years or written by newly
established;

e bearer savings certificates;

e state treasury bonds pur-
chased not at market value;

e converting funds into cash.

The most common methods of
laundering the proceeds of crime
with the use of securities:

e funds from unknown sources
origin transferred as payment for
the “junk” securities in favor of
companies with fictitious;

e bill resulting in the sale of
any goods or services by forgery
obtained by individual who de-
mands payment from the owner,
and convert the funds received in
cash;

e purchase individual savings
(deposit) certificates in a legal en-
tity that funds placed on deposit,
for the presentation of certificates
to the banking institutions to re-
ceive interest from the subse-
quent sale of certificates;

e acquisition of state treasury
bonds at a lower cost and their
subsequent implementation at
market prices;

e financial transactions involv-
ing newly professional partici-
pants of the securities market;

e use of straw person and com-
panies with fictitious.

Case study 8
Discovered scheme aimed at
acquisition of property through
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O U/ / . P .. \
“ / Suspected in committing criminal offence
‘ under criminal proceedings under part

Citizen N.
Head Deputy of the
Chairman of Board

UAH 8,3 thsd
(USD 0,6 thsd)

f_\

&

Bank “A” LLC «up”

UAH 8,3 thsd
(USD 0,6 thsd)

Ministry '¢;f finance
of Ukraine

abuse of office (pic. 4.9).

Bank “A” with citizen H (Depu-
ty Chairman bank “A”) conclud-
ed with “D” and the sale of state
treasury bonds with a nominal
value USD 4.7 million (equivalent
— UAH 60,8 mil.) for UAH 8 300.

Further, LLC “D” state treas-
ury bonds were transferred to
another enterprise LLC “B” for
UAH 8 300, then purchased se-
curities trader LLC “M” state
treasury bonds for UAH 8 300,
sold on the stock market at
market value USD 70 200 000 in
behalf of LLC “I”.

Thus, on the basis of an order
issued by the Deputy Chairman
of the Board “A” state treasury
bonds were sold at a significant-

UAH 8,3 thsd
(USD 0,6 thsd)

o= [ ]
IE [ Sale of state % = sale of state \
' treasury bonds L 1 treasury bonds

BN/

LLC llc" LLC ”M" I.I.C MIII

T

5 Article 191 of the Criminal Code of
Ukraine

UAH 8,3 thsd
(USD 0,6 thsd)

r\ Sale of state treasury

bonds in the amount
/ UAH 70,2 min

il
m!‘ Sale of state ==

treasury bonds 5"

(securities dealer)

~ Head Deputy of the Chairman of
Board of the bank “A” concluded
void agreement and conducted ‘
a sale of state treasury bonds
in the amount of USD 4,7 min
(equivalent — UAH 60,87 min) at the
inconsiderable price — USD 640,7
(equivalent — UAH 8,3 thsd)

Pic. 4.9

ly lower cost of their nominal
value, which led to losses worth
then UAH 60 million.

According to the facts of law en-
forcement agencies carried out an
investigation.

Investigation of schemes relat-
ed to insurance fraud

As the result of the analysis of
STRs in the insurance sector in
2015 the SFMS of Ukraine sent
24 case referrals and 16 addition-
al case referrals to law enforce-
ment authorities, in total UAH 66
866,33 mil.

The amount, which is sus-
pected in the legalization is UAH
8 632,46 mil. Within the insur-
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ance sector, the amount related
to the offenses provided by the
Criminal Code of Ukraine equals
to UAH 2 127,29 mil.

Case referrals are related to
crimes committed by:

e embezzlement of budget
funds;

e concealment of the source of
funds;

e financing of illegal activities;

e appropriation of funds using
the corruption component at the
state level;

e conducting of fraudulent fi-
nancial transactions;

e providing services to stake-
holders of transferring of non-
cash funds into cash;

e attempting to conduct a fi-
nancial transaction that may have
been aimed at the funds with-
drawal of the enterprise for which
bankruptcy proceedings were ini-
tiated;

e funds
Ukraine.

Used tools:

e insurance/reinsurance pay-
ments;

e |oans;

e agricultural products;

e payments for goods;

e allocation of funds according
to the algorithm for electricity;

e deposit funds;

e securities;

e financial assistance, loan;

e assignment.

withdrawal from

Case study 9.

The illegal scheme of financing
of the representatives of the self-
proclaimed “Donetsk People’s
Republic” with the involvement
of insurance companies was re-
vealed (pic. 4.10).

It was specified that a number
of entities transferred funds to
accounts of two insurance com-
panies: the insurance company
“A” obtained UAH 477,0 mil to its
accounts as the payment of in-
surance premiums and 313,7 mil
UAH. as the payment for shares.
To the account of the he insur-
ance company “B” 306 mil UAH
was transferred for stocks, bills,
payments as the assignment of
debt, replenishing of the account,
reinsurance payments.

Subsequently, the accumulated
funds of the insurance company
“A” have been transferred to the
accounts of enterprises which
main activity is retail and inter-
mediary activity in the field of
trade amounting to UAH 742,3
mil as the payment for stocks in
the insurance company “C” (it
has a negative state of a taxpayer)
amounting to UAH 54,8 mil as the
reinsurance and to the account of
the insurance company “B” in the
amount of UAH 48,5 mil as premi-
ums.

In addition, the insurance com-
pany “B”, whose owner and direc-
tor is the citizen of the Russian
Federation, transferred funds un-
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UAH 306,0 min for shares

| Insurance
/ upen
y company “C

Group of UAH 54,8 min as
companies 1

reinsurance

UAH 313,7 min
for shares

UAH 48,5 min as
reinsurance

UAH 477,0 min as
nsurance payments |psyrance

——_ company “A”

UAH 742,3 min
for stocks

GroIJp of
companies 2

/' Main activity — retail co?r:g:rei:: 3

\ and intermediary |
. activity in the field of ,
trade

der the contract of assighment of
debt on the account of the com-
pany “X” in the amount of UAH
826,6 mil. Company “X” does not
declare income and taxes, regis-
tered at the temporarily occupied
territory.

Henceforth, part of funds from
the account of the insurance com-
pany “B” in the amount of UAH
3.6 min. was transferred to three
individuals as the financial assis-
tance. Individuals withdrew cash
at the office of the one bank.

Negative state of I
a taxpayer

‘ Owner and director of the ‘

\ insurance company “B” is |
\ the citizen of the Russian /
RN Federation ya

UAH 3,6 min
as the financial
assistance

Insurance
company “B”

" Individuals have ‘
|

/" not of the sufficient

LG R:PIHNGIN | level of wealth and
/ \
/ Company "X" does not" _ "*

the assignment RNEEETCR N CHLY
[ declare income and ‘lﬁllliiﬁﬁ
=t N

NI ~

of debt " unemployed
| taxes, registered at the

" temporarily occupied /

territory Bank

Company X -
Pic. 4.10
Abovementioned individuals

are registered in the temporarily
occupied territory, they have not
of the sufficient level of wealth
and are temporarily unemployed.
The accounts of two individuals
were closed immediately after
the financial transactions.

Upon these facts by law en-
forcement authorities are carry-
ing out the investigation.

Investigation of schemes relat-
ed to extraction of assets outside
the country
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5. CASE REFERRALS. SUBMISSION
AND CONSIDERATION

Under the Basic Law and ac-
cording to the Procedure of
submission and consideration
of case referrals approved by
the interagency order of the
Ministry of Finance of Ukraine
and law enforcement agencies,
the SFMS expert commission
on consideration of case refer-
rals and additional case refer-
rals, prepared for submission
to the law enforcement agen-
cies, takes decision concerning
submission of such materials to
the law enforcement agencies,
in case of reasonable grounds.
Specialists of subdivisions of
the law enforcement agencies

are engaged in expert commis-
sion as experts.

During 2015, 364 case refer-
rals and 322 additional case re-
ferrals prepared were forward-
ed to the agencies (pic. 5.1):

e the General Prosecutor’s
Office of Ukraine — 52 case re-
ferrals and 171 additional case
referrals;

e the State Fiscal Service of
Ukraine — 75 case referrals and
34 additional case referrals

e the Ministry of Internal Af-
fairs of Ukraine — 108 case re-
ferrals and 57 additional case
referrals;

e the Security Service of

THE NUMBER OF SUBMITTED CASE REFERRALS

500

476

400

\

300

180

200

100

PGO SFS MIA

SSuU FIS Total
W 2014 W 2015

Pic. 5.1
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Ukraine — 128 case referrals and
60 additional case referrals;

e Foreign Intelligence Service
of Ukraine — 1 case referral.

In these materials the amount
of financial transactions that
could be related:

e Legalization — is UAH 67,6
billion;

e Committing of another
crime, as defined by the Crimi-
nal Code of Ukraine - is UAH
19,9 billion.

Under results of considera-
tion of 358 case referrals (con-
sidering case referrals submit-

ted during 2003-2014) divisions
of law enforcement agencies
started or used during pre-trial
investigations in 356 criminal
proceedings (pic.5.2):

e under results of inspection
of 125 case referrals there were
126 criminal proceedings initi-
ated by law enforcement agen-
cies;

e 233 case referrals in 230
criminal proceedings were
used;

e there were 58 criminal pro-
ceedings initiated by law en-
forcement divisions under 62

NUMBER OF CRIMINAL PROCEEDINGS INITIATED ON THE BASIS OF
CASE REFERRALS (USED IN CRIMINAL PROCEEDINGS)

Security Service
93; 26%

Ministry of
Internal Affairs;
116; 33%

Prosecutor
General's
Office; 54; 15%

B rGO

W SFS

MIA

B ssu

State Fiscal
Service; 93; 26%

Pic. 5.2
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ARREST AND SEIZURE
OF PROPERTY (FUNDS), MIL. UAH

5 389,07

5492,61

3 070,22 m2014

Y

2493,83

2015

469,82
39,58 1,44

" 83,80

66,99 15,30

__ =

PGO SFS MIAU

case referrals were concluded
due to production of indict-
ments before court;

e courts has been considered
70 criminal cases initiated fol-
lowing consideration of 71 case
referrals with judgments of
conviction or decisions based
on nonjustifying circumstances.

According to the informa-
tion available at law enforce-
ment agencies total amounts of
property (assets) frozen and of
property (assets) seized during
criminal proceedings initiated
by law enforcement agencies
following consideration of case
referrals provided by the SFMS
of Ukraine are UAH 5 489,61
million and UAH 3,0 million, re-
spectively (pic. 5.3).

SSU Total

Pic. 5.3

The examples of court deci-
sions:

1. Two people were indict-
ed for committing crimes un-
der Part. 2, Art. 15 (Attempt
to crime) and Part. Art. 190
(Fraud) of the Criminal Code
of Ukraine, according to the
information available at SFMS
conducted by law enforcement
agencies within the criminal
proceedings.

The investigation of the crim-
inal proceedings established
that accused persons received
and opened access to the on-
line banking of current account.
They illegally transferred funds
in the amount of 265.95 thou-
sand UAH without the consent
of the rightful owners.

According to the court verdict
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specified persons have been
sentenced to imprisonment for
5 years and released on proba-
tion with a suspended sentence
of 3 years.

In addition, the funds in the
amount of 265.95 thousand
UAH were returned to the right-
ful owners by the court.

2. Based on information re-
ceived by the SFMS, the law en-
forcement authorities launched
criminal proceedings on the
grounds of criminal offenses
under Art. 200 of the Criminal
Code of Ukraine (lllegal actions
in respect of remittance docu-
ments, payment cards and oth-
er means providing access to
bank accounts, and equipment
for their production, Art. 212
(Evasion of taxes, fees or other
compulsory payments and Art.
209 (Legalization (laundering)
proceeds from crime) commit-
ted by the director of “T”.

During the investigation of
the criminal proceedings estab-
lished that the director of “T”
and unidentified entities have
developed and implemented
a criminal plan. In this manner

they tried to create appear-
ance of selling certain prod-
uct, of perform certain works
(services). Money have been
transferred for account of LLC
“T”. Further planned to with-
draw cash funds for legalization
(laundering) of criminal pro-
ceeds and use it for their own
needs or convey unidentified
persons for business.

The funds were withdrawn
amounting of 3 028 890 UAH
from the bank account of “T”.

The director of LLC “T” was
convicted and sentenced under
Part. 1 Art. 212, Part. 2 Art. 200,
Part. 1 Art. 209 of the Criminal
Code of Ukraine and shall be
punishable by 4 years with the
deprivation of the right to occu-
py certain positions or engage
in certain activities for a term
up to 2 years and with the for-
feiture of property.

On the basis of Art. 75 Crimi-
nal Code of Ukraine the Direc-
tor of LLC “T” will be released
of serving the basic sentence
of imprisonment, if during the
probationary period for 2 years
did not commit a new crime.
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6. ENSURING OPERATION OF UNIFIED
STATE INFORMATION
SYSTEM IN AML /CFT SPHERE

In 2015 according to the key
objectives determined by the
article 18 of the Law the SFMS
of Ukraine ensured function-
ing of the Unified State Infor-
mation System in AML/CFT
area (USIS) (pic. 6.1).

Unified State Information Sys-
tem on prevention and coun-
teraction to legalization (laun-
dering) of criminal proceeds,
terrorist financing, and financing
of proliferation of weapons of
mass destruction provides on-
going processes. State Financial
Monitoring Service of Ukraine
receives protections informa-
tion from subject of financial
monitoring, primary and ana-
lytical processing and supports
the information environment
and the interaction of independ-
ent structural divisions of SFMS.
Unified State Information Sys-
tem works with 24/7 availability,
according to the regulations ap-
proved by the SFMS.

Currently the USIS system has
been under commercial opera-
tion for 12 years. The 2003-2015
has seen significant extension
of list of reporting entities that
should ensure provision of in-

formation and comply with the
requirements concerning infor-
mation exchange with them.

New legal requirements,
development of information
technologies, improvement
of international standards on
counteraction money launder-
ing and terrorism financing and
proliferation of weapons of
mass destruction (recommen-
dations FATF, approved by the
FATF Plenary meeting February
16, 2012) to rapid reaction to
threats to the security of soci-
ety, increasing threats to secu-
rity of information resources,
technologies improvement in-
teraction with other govern-
ment entities, including the use
of the Internet has become a
necessary need for moderniza-
tion USIS system.

According to the Basic Law, it
had been issued recommenda-
tions to improve and develop-
ment of Unified State Informa-
tion System.

In particular, the Cabinet of
Ministers of UkraineN2299 of 14
May 2015 “Some issues of Uni-
fied State Information System
on prevention and counterac-
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tion to legalization (laundering)
of criminal proceeds, terror-
ist financing and the financing
of proliferation of weapons of
mass destruction”, which ap-
proved the “Regulations on the
single state information system
on prevention and counterac-
tion to legalization (laundering)
of criminal proceeds, terror-
ist financing and the financing
of proliferation of weapons of
mass destruction and the list of
information resources database
of the system “(USIS).
Regulation on USIS estab-

Pic. 6.1. USIS

lished procedure for determin-
ing the state information re-
sources and the procedure for
granting access to them to en-
sure that the single system and
principles of functioning and
development of the system.

In order to save budget item
13 of the Regulation on the
USIS have been introduced two
technologies of information ex-
change between SFMS and oth-
er subjects of UIS: on request,
which formed SFMS informa-
tion resource located on the
entity’s functional system USIS
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or through regular provision
subject information resources
databases to update their data
warehouse.

The list of information re-
sources of USIS database that
was approved by ensuring addi-
tional provision of information
to databases USIS with 8 new
information resources, namely
information:

e documents confirming the
citizenship of Ukraine, identity
or her special status;

e unified register for the
spending units and recipients
of budget funds;

e state registration of legal
entities and individual entre-
preneurs;

e the person who reported
the suspicion of committing
criminal offenses in the legali-
zation of criminal proceeds and
terrorist financing;

e the declared expenses taken
into account in determining the
object of taxation of taxpayers;

e the income taken into ac-
count in determining the object
of taxation of insurance compa-
nies;

e financial instruments owned
securities trader as of the last
day of the quarter (excluding
own securities);

e Unified Register of state
property.

Changes in that list for the

establishment of functional
subsystems of the State Migra-
tion Service of Ukraine, State
Registration Service of Ukraine,
Prosecutor General’s Office of
Ukraine and modification of
functional subsystems four gov-
ernment agencies Ministry of
Internal Affairs of Ukraine, the
State Fiscal Service of Ukraine,
State Border Guard Service of
Ukraine.

The changes in the list of in-
formation resources and data-
bases of functional subsystems
of UIS in the State Regulatory
Service of Ukraine and State
Service of Ukraine for Geodesy,
Cartography and Cadastre col-
lapsed. Also, changes in tech-
nology information exchange
functional subsystems disman-
tled the Ministry of Econom-
ic Development and Trade of
Ukraine, the National Commis-
sion on Securities and Stock
Market National Commission
for State Regulation of Finan-
cial Services Markets, State Fi-
nancial Inspection of Ukraine
Service security of Ukraine,
Ministry of Finance of Ukraine,
state property Fund of Ukraine,
and equipment Main switching
center of information-telecom-
munication system of financial
monitoring (state enterprise
“Ukrainian special systems”).

To improve the unified infor-
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mation system on prevention
and counteraction to legaliza-
tion (laundering) of criminal
proceeds, terrorist financing
and the financing of prolifera-
tion of weapons of mass de-
struction and the implemen-
tation of the major directions
of development of the system
in accordance with the laws
of SFMS developed the pro-
gram “Modernization of Infor-
mation system on prevention
and counteraction to legaliza-
tion (laundering) of crime pro-
ceeds, terrorist financing and
the financing of proliferation of

weapons of mass destruction”.

Launched SFMS moderniza-
tion must have ensured com-
pliance of the national system
of counteraction to launder-
ing and terrorism financing
and proliferation of weapons
of mass destruction. The FATF
Recommendations, the integra-
tion of additional information
resources of public authorities
to USIS, replacement of obso-
lete hardware and software
improvements comprehensive
information security system
in compliance with the new
threats it security.
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7. INTERAGENCY COOPERATION

7.1. Interaction with regulators
and other state agencies

In the reporting period the
organization of interdepart-
mental cooperation of SFMS
focused on events coordina-
tion of financial monitoring
(pic. 7.1), including:

e improvement of the leg-
islative framework for intera-
gency cooperation;

e support of the Council on
investigation methods and
trends in laundering of crime
proceeds and terrorist financ-
ing;

e the conclusion of public
bodies of joint interdepart-
mental documents;

e implementation of the di-
rect exchange of information
with state regulators;

e organization events of Na-

SYSTEM OF FINANCIAL MONITORING OF UKRAINE

Initial financial

monitoring
entities

Information
exchange

Financial intelligence
unit of foreign states

Law enforcement
authorities and
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Pic. 7.1
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tional risk assessment;
e greater interaction with
the public.

Legislative framework for
interagency cooperation and
coordination

To improve the mechanism
of coordination of actions of
the national system of financial
monitoring, of December30,
2015 the Ukrainian Govern-
menthasapprovedthe Strategy
of development of prevention
and counteraction to legaliza-
tion (laundering) of crime pro-
ceeds, terrorist financing and
the financing of proliferation
of weapons of mass destruc-
tion for the period until 2020,
which was developed by SFMS.

This document defines a set
government policy of legisla-
tive, organizational and institu-
tional aimed at improving and
ensuring the stable operation
of the national system of finan-
cial monitoring.

The strategy identifies key
mechanisms of interagency co-
ordination and basic principles
of consolidation of efforts of
state through the prism of its
priority objectives in this area.

In addition, SFMS coordi-
nated work on the preparation
and performance of public au-
thorities Action Plan 2015 on
prevention and counteraction
to legalization (laundering) of

W

Cabinet of Ministers of Ukraine
Order
dated 30.12.2015, Ne 1407-p
Kyiv

On approval of the Strategy of development of prevention and counteraction to
legalization (laundering) of proceeds from crime, terrorist financing and the financing of
proliferation of weapons of mass destruction
for the period till 2020

1. Approve Development Strategy of the Prevention and counteraction to legalization
(laundering) of proceeds from crime, terrorist financing and the financing of proliferation for
the period until 2020, which is attached.

2. Action Plan on the implementation of this resolution should be provided on yearly basis by
State Financial Monitoring Service of Ukraine with other bodies of executive power by 1
December each year to develop and submit for approval by the Cabinet of Ministers of Ukraine.

3. This order comes into force on January 1, 2016.

Prime Minister of Ukraine A. Yatsenyuk

crime proceeds or terrorist fi-
nancing, approved by Regula-
tion of Cabinet of Ministers of
Ukraine and the National Bank
of Ukraine Ne 99 of March 11,
2015. Synthesis report on the
implementation of the action
Plan submitted to the Cabinet
of Ministers of Ukraine and the
National bank of Ukraine and
of the National Security and
Defense Council of Ukraine.
During the reporting period
SFMS had elaborated and sub-
mitted proposals for the ap-
proval of 72 draft legal acts of
state financial monitoring and
other government bodies.

The Council on research
methods and trends in laun-
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dering of crime proceeds and
terrorist financing.

During 2015 SFMS organized
4 meetings of the Council on in-
vestigation methods and trends
in laundering of crime proceeds
and terrorist financing, formed
by the Cabinet of Ministers of
Ukraine Ne 25 of January 6,
2010 where discused important
for financial monitoring system
issues.

In 2015 the work of the Coun-
cil, a consultative body was di-
rected to review and to provide
suggestions to public authori-
ties to implement the following
key objectives:

e bringing the entities of state
financial monitoring of regula-
tions with the Law;

e practical measures taken by
state authorities on counterac-

JEPHABHA cnymBA
oIHAHCOBOTO MOHITOPHHI'Y
YKPAIHH

Pc. 7.3. The Council

tion money laundering and ter-
rorist financing;

e National risk assessment;

e typology of money launder-
ing and terrorist financing;

e methodological provision
of financial monitoring system
and so on.

The conclusion joint interde-
partmental documents by the
state bodies

In order to improve the mech-
anisms of information interac-
tion between the participants
of financial monitoring. SFMS
signed documents of interde-
partmental cooperation with
7 state regulators, 17 govern-
ment agencies, 19 other institu-
tions and organizations.

In 2015 SFMS signed:

e The Agreement between
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SFMS and the National Anti-
Corruption Bureau of Ukraine
interagency cooperation and
information in the area of pre-
vention and counteraction to le-
galization (laundering) of crime
proceeds, terrorist financing
and anti-corruption in Ukraine;

e The Agreement of coop-
eration and interaction of in-
formation between the State
Financial Monitoring Service of
Ukraine and the National Bank
of Ukraine to improve coopera-
tion mechanisms for the imple-
mentation of the Law by banks;

e The Agreement between
the SFMS of Ukraine and the
State Enterprise “National In-
formation System” to provide
access to the Unifide and State
Registers.

Condact information sharing
with state regulators

To increase the efficiency of
supervision over compliance
with reporting entities require-
ments of the legislation on pre-
vention and counteraction to le-
galization (laundering) of crime
proceeds, terrorist financing
and the financing of prolifera-
tion of weapons of mass de-
struction, in 2015 signed a joint
order of 7 with the national
regulator: Ministry of Finance
of Ukraine, the National Com-
mission on securities and stock
market National Commission

for state regulation of financial
services markets, Ministry of
infrastructure of Ukraine, Min-
istry of Justice of Ukraine, Min-
istry of economic development
and trade of Ukraine and the
National bank of Ukraine.

As part of the signing of joint
cooperation precept SFMS pro-
vides information for regula-
tors to improve the exercise of
supervision over compliance
with legislation on prevention
and counteraction to legaliza-
tion (laundering) of crime pro-
ceeds, terrorist financing and
the financing of proliferation of
weapons of mass destruction,
in particular:

e Administrative data on fi-
nancial transactions received
from reporting entities by
SFMS;

e information about errors in
the presentation of information
on financial transactions made
by reporting entities;

e information on accounting
for reporting entities in SFMS;

e SFMS information found ev-
idence that may indicate abuse
reporting entities legislative re-
quirements;

e information about SFMS
signed protocols on administra-
tive violations committed by of-
ficials of reporting entities, and
the results of their considera-
tion;

e Information about analysis

Section 7
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methods and financial schemes
to legalization (laundering) of
crime proceeds, terrorist fi-
nancing and the financing of
proliferation of weapons of
mass destruction.

Organization to conduct the
National risk assessment

Pursuant to the provisions of
the Basic Law by the Cabinet of
Ministers of Ukraine jointly with
the National Bank of Ukraine
adopted a joint resolution “On
approval of the national risk as-
sessment in the area of preven-
tion and counteraction to le-
galization (laundering) of crime
proceeds and terrorist financing
and the publication of the re-
sults” Ne 717 of September 16,
2015.

The adoption of this resolution
began the process of national
risk assessment (NRA) in the area
of counteraction money launder-
ing and terrorist financing.

Object-matter of NRA is:

e determination  (detection)
risk (threats) legalization (laun-
dering) of crime proceeds and

S\

A

A\

Pic. 7.4

terrorist financing;

e risk analysis (threats);

* risk assessment (threats);

e developing measures to pre-
vent and / or mitigate adverse ef-
fect.

Also, the SFMS established
and functioning Working Group
of the National Risk Assessment
legalization (laundering) of crime
proceeds and terrorist financing.

During 2015 the working group
has held 4 meetings.

At a meeting of the working
group approved industry ques-
tionnaires to participants of the
national financial monitoring sys-
tem. These questionnaires con-
sist of structurally diverse units
that cover the study required in
the area of combating money
laundering and terrorist financ-
ing.

In November 2015 question-
naires sent to the participants
referred to national risk assess-
ment, including: the subject of
state financial monitoring, law
enforcement, intelligence agen-
cies and other government agen-
cies and community organiza-
tions. In addition, questionnaires
sent to reporting entities to pro-
vide information within their
competence.

At the end of 2015 SFMS re-
ceived information from re-
spondents above containing sta-
tistics for 2013-2014.

As of today, OSCE and SFMS
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have project of technical assis-
tance to conduct national risk as-
sessment in Ukraine.

Cooperation with the public

During 2015 SFMS ensured
close cooperation with members
of civil society, which consisted
of:

e organization of the Public
Council of the SFMS;

e public assessment of draft
laws;

e informing the media about
the work done.

In order to improve the mech-
anisms of interaction of SFMS
public on the implementation

of the Cabinet of Ministers of
Ukraine N2 996 of November 3,
2010 “On public participation in
the formulation and implemen-
tation of government policy” in
2015 has taken effective institu-
tional arrangements for the es-
tablishment of the Public Council
under the SFMS as part of the
new members.

30 September 2015 at SFMS
organized the constituent as-
sembly on formation of the new
composition of the Public Coun-
cil of SFMS by the Action Team of
SFMS, which was adopted a new
composition (pic. 7.5).

The Public Council has held 2

Section 7
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meetings, which discussed and
solving urgent issues of interac-
tion of SFMS public in 2015.

SFMS made plan for 2015
about public consultations,
which agreed with the Public
Council within SCFM and post-
ed on the website SCFM.

In general, under the interac-
tion with the public SFMS or-
ganized in 2015:

e it held 11 meetings with
representatives of organizations
that bring together reporting
entities and self-regulatory or-
ganizations to address current
issues of financial monitoring.

e the public participation in
international scientific work-
shops on combating money
laundering, organized under
the auspices of the OSCE and
MONEVAL.

e posting on the official Web
site of SCFM over 1000 messag-
es of an informational nature of
financial monitoring;

e accommodation 9 SFMS in-
formation on the Government
web portal

e monthly submission to the
Cabinet of Ministers of Ukraine
of information on activities of
public consultation.

7.2. Interaction with the re-
porting entities

In 2015 the SFMS of Ukraine
on the permanent basis con-
ducted analysis of effective-
ness of the reporting entities’
activity in AML/CFT area.

Under result of the men-
tioned analysis in 2015 the
SFMS of Ukraine has developed

Pic. 7.6. Working Group Meeting for Banks
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a number of methodical rec-
ommendations, in particular
usage of new codes directory
signs of financial transactions
subject to financial monitor-
ing.

During 2015 3 meetings of
the Working group on consid-
eration problem issues of the
reporting entities-non-banks
were organized and 3 Working
Group meetings of the issues
on reporting entities such as
banks. (pic. 7.6).

At Working Groups Meet-
ings the urgent issues of per-
formance reporting entities
legislation on prevention and
counteraction to legalization
(laundering) of proceeds from
crime, terrorist financing and
the financing of proliferation
of weapons of mass destruc-
tion are discussed.

During 2015 the Department
organized and took part in 11
meetings with representatives
of reporting entities and self-
regulatory bodies.

7.3 Methodical provision,
training of reporting entities’
staff

During 2015 the SFMS rep-
resentatives participated in 4
educational events organized
by the National Academy of
Security Service of Ukraine,
the Main Investigation Depart-

STATE FINANCIAL MONITORING SERVICE OF UKRAINE

(with support of the International Monetary Fund)

GUIDELINES

to identify public figures and provide financial
monitoring of their financial transactions

June 2015, Kyiv
/ updated as of January 26, 2016 /

ment of the Ministry of Internal
Affairs of Ukraine, the Training
Institute for Senior Executives
of National Academy for Pub-
lic Administration under the
President of Ukraine and Ltd
“Liga Praktyk”. The event was
attended by 146 workers of
the law enforcement agencies,
central authorities and repre-
sentatives of businesses.

In addition, employees the
SFMS participated in 29 educa-
tional events, which were or-
ganized by the Ukrainian Insti-
tute of the Stock Market, LLC
“The Institute of Postgraduate
Education and Business”, the
Professional Association Of

Section 7
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Registrars And Depositories,
Stock Partnership Association,
the All-Ukrainian association of
credit unions, the University of
Banking of the National Bank
of Ukraine, the Notary Cham-
ber of Ukraine, the University
of “Kyiv interdisciplinary In-
stitute for Advanced Studies”,
Institute of Theoretical and
Practical Research in the Field
of Justice and Innovations , the
University “Poltava University
of Economics and Trade”, the
State educational and scien-
tific institution “the Academy
of Financial Management”, the
Ministry of Finance of Ukraine,
the Centre for Retraining and
Advanced Training for Lawyers
at the Ministry of Justice of
Ukraine.

The event was attended by
2019 representatives of entities.

Also during 2015 the SFMS
representatives  participated
in 43 educational events, or-
ganized by the Training Center
the SFMS of Ukraine. In stud-
ies conducted activities were
1065 students.

In general, in 2015 the SFMS
representatives took partin 76
events, conducted more than
3 200 people.

According to the Resolu-
tion of the Cabinet of Minis-
ters from August 8, 2015 of
Ne610 “Regulations on the or-
ganisation and coordination
of retraining and professional
development of specialists in
financial monitoring” in 2015
the SFMS signed two coopera-
tion agreements with the Insti-
tute of Postgraduate Education
and Business and the Kharkiv
Centre for Scientific Techni-
cal and Economic Information
on education and certification
training on financial monitor-
ing.

For proper implementation
of reporting entities require-
ments of the Basic Law con-
cerning the exercise of effective
financial monitoring measures
concerning public figures, the
SFMS prepared appropriate
Guidelines, posted on the Web
site of the SFMS. Methodical
Development of these recom-
mendations implemented with
the assistance of the Interna-
tional Monetary Fund (IMF)
under the Memorandum of
Economic and Financial Poli-
cies, which involves improving
the regulatory framework of fi-
nancial monitoring.
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8. ACTIVITIES OF THE TRAINING CENTER OF
THE SFMS OF UKRAINE

The main aim of the Training
Center of the SFMS of Ukraine
(TC SFMS of Ukraine) is retraining
and professional development
for specialists on financial moni-
toring of the AML/CFT in order
to ensure unified approach to re-
training and professional devel-
opment for specialists of subjects
of state financial monitoring, law
enforcement and judicial authori-

ties, representatives of the re-
porting entities in charge of its
conducting, and representatives
of foreign states or international
organizations.

In 2015 Training Center trained
1 225 representatives of state
and reporting financial monitor-
ing entities, including:

600 professionals — of the state
authorities (pic. 8.1):

NUMBER OF TRAINED STATE
FINANCIAL MONITORING ENTITIES IN 2015

In 2015, trainings at the Train-
ing Center were based in Kyiy,

I Law enforcement , intelligence
and judicial authorities

[l The subjects of state financial
monitoring and
other public authorities

464

Pic. 8.1

Kharkiv and Lviv (pic. 8.3):

NUMBER OF TRAINED REPORTING ENTITIES IN 2015

, 18 15 16

[ The market of financial services

[l Professional participants of
securities market

Professional participants of
securities market

M Operators mail inthe
M Realtors

o I Commodity and other exchanges

Pic. 8.2
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A

DYNAMICS OF TRAININGS OF THE STATE AUTHORITIES AND REPORTING
ENTITIES IN 2015 BY THE REGIONAL OFFICE OF THE TRAINING CENTRE

tions of legislation on financial
monitoring” which was attend-
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The workshop on “Innova- ed by 138 reporting entities

representatives was conducted.
(pic. 8.4).

NUMBER OF REPORTING ENTITIES THAT PARTICIPATED IN THE WORK-
SHOPS ON THE REGIONAL OFFICE OF THE TRAINING CENTRE IN 2015
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Kyiv

The workshop on “Notary as
a subject of reporting entities”
was held. 294 specially desig-

Lviv

Kharkiv
Pic. 8.4
nated representative of report-
ing entities — notaries were pre-
sent on the workshop (pic. 8.5)
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NUMBER OF REPORTING ENTITIES — NOTARIES, WHO PARTICIPATED
IN THE WORKSHOPS OF ON THE REGIONAL OFFICE
OF THE TRAINING CENTRE IN 2015
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Nowadays, the Training Cent-
er regularly updates the infor-

Kharkiv

Pic. 8.5

mation on its web site and on
Facebook page.

s | - State Francial Monfiar g Servie of Uraine;

During 2015 the Training
Centre carried out the partici-
pation of the following inter-
national events:

1. Participation in the prepara-
tion of meetings with the World
Bank (02.03.2015), with the

representative of the Canadian
company Cowater (18.02.2015),
with the EU experts (16.03-
20.03.2015).

2. The Scientific and Practical
Commentary to the Basic Law was
published by the OSCE support.

Section 8
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3. The Training Centre took
part in organization the scientific
conference on “Actual issues of
Economics and Law. Theory and
Practice” (SFMS, 22. 05.2015).

Moreover, there were prepa-
rations for the joint internation-
al scientific workshops of OSCE
and SFMS on “Topical issues of
combating the financing of ter-
rorism” and “Combating money
laundering - as fuse corruption
in the activities of PEPs” which
took place at the premises of
SFMS with the participation
of OSCE SFMS of Ukraine, the
Training Centre of the SFMS and
other state bodies of Ukraine
(Kyiv, 27.05-28.05.2015); partici-
pation in the meeting with SFMS
representative and representa-
tives of Canadian company Cow-
ater (16.06.2015) and took part
in organization the international
workshop on “The genesis of na-
tional AML/CFT and financing
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proliferation of weapons of mass
destruction legislation through
the prism of novels and imple-
mentation of international stand-
ards” (Lviv, 18.06-19.06.2015),
“National Risk Assessment: place
and role of private sector” (Lviv,
05.11.-06.11.2015), ”National
Risk Assessment: the place and
role of government” (Kyiv, 08.12-
09.12.2015).

e
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Pic. 8.8. Teachers of the Training Center and SFMS
who conducted trainings for detectives
of the National Anti-Corruption Bureau of Ukraine
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9. INTERNATIONAL COOPERATION

9.1. Cooperation with interna-
tional organizations

One of the important com-
ponents of SFMS is cooperation
with international institutions
and foreign partners responsi-
ble for the organization of an ef-
fective anti-money laundering,
proceeds from crime or terrorist
financing policy.

During 2015 SFMS actively
collaborated with leading inter-
national organizations and insti-
tutions that deal with issues of
combating money laundering
and financing of terrorism, such
as Financial Action Task Force

* * 4
" *
* *
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on Money Laundering (FATF),
regional organizations by FATF
type - Committee of Experts
on the Evaluation of Anti-Mon-
ey and Financing of Terrorism
(MONEYVAL), the Egmont group
of Financial Intelligence Units ,
the Council of Europe and the
European Commission, the UN
Office on drugs and crime (UN-
ODC), the World Bank, Inter-
national Monetary Fund, the
Organization for Security and
Cooperation in Europe (OSCE),
the Organization for Democra-
cy and Economic Development
(GUAM) and other international
organizations.

The World Bank

Section 9
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In order to raise awareness
in combating money launder-
ing and terrorist financing in the
European and Eurasian regions
SFMS was used as a platform of
training for representatives of
these regions.

In 2015 representatives of
SCFM of Ukraine represented
the experience in combating
money laundering and terror-
ist financing, and improved co-
operation at the bilateral level
during international workshops,
conducted with the assistance
of leading international organi-
zations.

The State Financial Monitor-
ing Service of Ukraine, accord-
ing to the assigned tasks, con-
cludes international interagency
agreements (MOUs) with FlUs
of foreign countries. SFMS dur-
ing 2003 - 2015 years signed 69
cooperation agreements with fi-
nancial intelligence units of for-
eign states.

9.1.1. Cooperation with FATF

On 23-24 February, 2015 the
SFMS representatives partici-
pated in the plenary sessions
and working groups of the FATF
particularly in the extraordinary
plenary FATF, the Plenary ses-
sions FATF, the sessions of the
International Co-operation Re-
view Group FATF (ICRG), ses-

Pic. 9.2. FF Pleny eng
sions of the Europe/Eurasia Re-
gional Review Group (EERG).

During the Plenary meetings
measures taken by FATF and
other jurisdictions were dis-
cussed and also jurisdictions on
the basis of ICRG report were
analyzed, namely:

e Overview report co-chair-
men of regional groups of Africa
/ Middle East;

e Overview report co-chairs of
the regional groups of USA;

e Overview report co-chairs
the regional group of Asian / Pa-
cific countries;

e Overview report co-chairs of
the regional groups in Europe /
Eurasia.

At meetings of ICRG group dis-
cussion on jurisdictions report
on national anti-money launder-
ing and terrorist financing was
held. Special attention was paid
to the system of financial moni-
toring of Nigeria and Iran.

Special attention was focused
on the draft risk assessment and
effective supervision of financial
regulators and law enforcement
authorities.
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9.1.2. Cooperation with Eg-
mont group of FIUs

From January 27 to February
1, 2015, the representative of
the SFMS took part in the meet-
ings of the working groups of
the Egmont Group of Financial
Intelligence Units and the train-
ing course on “Legal entity and
financial products”, which was
held in Berlin, Germany. At the
meetings the following issues
were discussed:

e discussion of the coopera-
tion between financial intelli-
gence units through information
exchange in the field of combat-
ing money laundering and ter-
rorist financing;

e discussion of the strategic
analysis and the methods by
which the work is performed;

e consideration of reports on
mutual on-site assessments and
consideration of information
from members of the working
groups on the progress made by
candidates under their sponsor-
ship;

Pic. 9.3. Egmont Group Meeting
in Barbados (June 2015)

e review updated information
on the use of statutory docu-
ments Egmont Group of Finan-
cial Intelligence Units.

On April 20-21, 2015 in the
premises of SFMS a meeting in
the framework of financial intel-
ligence units that are members
of the Egmont Group, to discuss
investigations of money laun-
dering offenses was held.

From June 7 to 12, 2015 SFMS
representative attended the 23
th Plenary sessions and work-
ing groups of the Egmont Group
of Financial Intelligence Units in
Bridgetown, Barbados (pic. 9.3).
At the meetings the following is-
sues were discussed:

e discuss the FIU authority to
obtain information and coop-
eration between financial intel-
ligence units through informa-
tion exchange and cooperation
of FIUs with law enforcement
agencies;

e the draft financial reporting
and project to combat terrorist
financing and information work-
ing group members on the pro-
gress made by candidates under
their sponsorship.

9.1.3. Cooperation with the
Council of Europe/European
Commission

During 2015 the delegation of
Ukraine headed by representa-
tives of SFMS participated in

Section 9
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three plenary meetings of the
Special Committee of Coun-
cil of Europe experts on the
Evaluation of anti-money laun-
dering and financing of terror-
ism (MONEYVAL) (Strasbourg,
France), namely:

e 47th MONEYVAL Plenary
Meeting in the period from April
14 to April 17, 2014;

e 48 th MONEYVAL Plenary
Meeting in the period from Sep-
tember 13 to September 19,
2015

e 49th MONEYVAL Plenary
Meeting in the period from De-
cember 7 to December 11, 2015.

At the meetings the following
issues were discussed:

e information discussion on
initiatives in AML/CFT within
the MONEYVAL states and terri-
tories;

* review of responses to the
MONEYVAL questionnaire on
risks reduction and next steps
discussion;

e discussion of further steps
to be taken under Enhanced
procedures of MONEYVAL re-
guirements compliance;

e voluntary tax regulations ad-
herence schemes discussion;

e reports discussion within
the framework of 4th and 5th
rounds of countries evaluation;

e general application of data
consideration related to coun-
tries preparation level in the field
of terrorism and its financing;

Pic. 9.4. MONEYVAL Plenary Meeting

e presentation of work that is
performed under the jurisdic-
tion of MONEYVAL in the sphere
of national risk assessment;

e execution of meetings with
FIUs heads/ MONEYVAL mem-
ber states and with other ob-
serving states representatives.

It should be mentioned that
during the 48 MONEYVAL Plena-
ry Meeting Ukrainian delegation
presented the third progress re-
port in the fight against money
laundering and terrorist financ-
ing.

Following the discussion of
Ukraine’s progress report, the
Committee MONEYVAL ap-
proved the information provid-
ed by Ukraine and praised the
measures taken by the Cabinet
of Ministers of Ukraine in this
area.

Chairman of MONEYVAL An-
ton Bartolo in his official let-
ter confirmed that MONEYVAL
Plenary satisfied with Ukraine
provided information and pro-
gress made in the fight against
money laundering and terrorist
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financing in Ukraine, and wel-
comes the report on the results
achieved.

November 17,2015 to Novem-
ber 18, 2015, in Warsaw, Poland,
the SFMS representative par-
ticipated in international con-
ference on “Countering money
laundering of proceeds of cor-
ruption” in the framework of co-
operation between MONEYVAL
member states. During the in-
ternational conference, the fol-
lowing topics were covered:

e studying the concept of cor-
ruption as the major predicate
offense in money laundering in
the MONEYVAL member states;

e studying the cases investiga-
tion experience related to cor-
ruption and cross-cooperation
of FIUs;

>
LJ
@

e possible ways of interna-
tional cooperation of MONEY-
VAL member states discussion;

e studying the techniques and
methods of multifaceted collec-
tion and analysis of cases, that
are connected with large-scale
corruption.

November 22,2015 to Novem-
ber 28, 2015 in Triesen, Liech-
tenstein a boot-camp for evalu-
ators within the framework of
MONEYVEL member states co-
operation took place. Ukrainian
FIU representative participated
in boot-camp events related to
mutual evaluation within 5th
round of evaluation report con-
struction methodology. Said
events covered technical com-
pliance questions (changes
that have occurred since the

Section 9
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3rd round of evaluation), and
other procedural questions of
MONEYVAL jurisdictions evalua-
tion within the 5th round.

On November 10-11, 2015,
MONEYVAL training for Ukraine
“on the issues of the 5th round
of assessment” was held in the
SFMS. During the training 11 im-
mediate results (Immediate Out-
come) were discussed, which
will be the score of Ukraine, and
explained and discussed issues
of technical compliance and ef-
fectiveness of the AML / CFT
(pic. 9.6).

During 2015, SFMS continued
cooperation with the European
Commission under the Techni-
cal Assistance and Information
Exchange TAIEX.

During the reporting period
under the Technical Assistance
and Information Exchange of
the European Commission
TAIEX, representatives of SFMS
to enhance bilateral coopera-
tion and exchange of experience

in the field of combating money
laundering and terrorist financ-
ing have made study visits to the
competent authorities of the
Czech Republic, Poland, and Es-
tonian Republic.

Technical Assistance and In-
formation Exchange TAIEX of Eu-
ropean Commission is an effec-
tive mechanism of cooperation
with the competent authorities
of the EU Member States.

9.1.4. Cooperation with IMF

On April 27 — 30, 2015 in Sir-
acusa, lItaly, representative of
SFMS took part in a workshop
organized by the IMF on “Na-
tional Risk Assessment of Mon-
ey Laundering and Terrorist Fi-
nancing”.

During the workshop the new
requirements of FATF on Nation-
al Risk assessment (NRA) and an
approach based on risk assess-
ment, existing methodologies
for conducting NRA, which focus
on the methodology of the IMF
to conduct NOR and the experi-
ence of countries identified risks,
vulnerabilities and measures to
eliminate them discussed.

On May4to 8, 22-30 June and
on December 14-16, 2015, the
IMF mission took place in the
SFMS for discussing the tech-
nical assistance in the field of
AML/CFT.
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WORKSHOP ON

“MONEY LAUNDERING AND
TERRORIST FINANCING

NATIONAL RiSK ASSESSMENT”

Siracusa (Italy), April 27-30, 2015

-

9.1.5. Other international
events

9.1.5.1. Cooperation with the
Organization of Security and
Cooperation in Europe (OSCE)

During the reporting period
SFMS agreed the project of tech-
nical assistance “Strengthening
the capacity of a system of the
financial monitoring of Ukraine”
through the activities of the OSCE
Project Coordinator in Ukraine.

In addition, 22 April, 2015 in
Vienna, Republic of Austria, the
representative of SFMS took
part in the meeting of Economic
and Environmental Committee
of the OSCE on: “Fighting cor-

Pic. 9.7

ruption and money laundering,
mentioned intergovernmental
and inter-agency cooperation”.
During these meetings the fol-
lowing issues were discussed:

e review the role of the OSCE
in combating corruption and
money laundering;

e discuss possible ways of
international cooperation be-
tween the OSCE and SFMS;

e familiarization with the sys-
tem for disclosure of informa-
tion on assets and other means
to combat corruption and mon-
ey laundering;

e familiarization with models
of successful inter-agency coop-
eration and technical assistance
in AML /CFT;

Section 9
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e exploring best practices of
the Financial Police and intera-
gency and international coop-
eration for investigating money
laundering and corruption.

June 28 - July 4, 2015 the dele-
gation of Ukraine took part in an
official visit to exchange experi-
ence in combating money laun-
dering and terrorist financing, in
the framework of cooperation
between SFMS and the Financial
Intelligence Unit of the Portu-
guese Republic (FIU). During the
participation of the delegation
of Ukraine indicated the official
visit was discussed the following
issues:

e studying the system of AML/
CFT of Portuguese Republic and
defining the role and the basic
functions of the FIU of Portu-
guese Republic in said system;

e studying the instruments of
corruption combating and pre-
vention;

e studying the role of law en-
forcement agencies in combat-
ing money laundering and ter-
rorist financing;

e development of bilateral co-
operation between SFMS and
Portuguese Republic competent
authorities in the field of finan-
cial monitoring;

e studying the best practice
and key principles of financial in-
vestigations and of proceeds of
crime forfeiture;

e studying the practice of

boot-camp staging in the field
of combating money laundering
and terrorist financing.

19-20 October, 2015 the rep-
resentative of SFMS attended
in @ meeting of the Economic
and Environmental Committee
of the OSCE on “Enhancing co-
operation against corruption,
money laundering and the rela-
tionship between them” in. Vi-
enna, Republic of Austria. While
participation were discussed the
following issues:

e exchange of experience and
best practices in the fight against
corruption;

e discuss possible ways of
international cooperation be-
tween the OSCE and SFMS;

e familiarization with the sys-
tem for disclosure of informa-
tion on assets and other means
to combat corruption and mon-
ey laundering;

e summarizing the implemen-
tation of OSCE commitments in
the fight against corruption;

e development and imple-
mentation of policies to prevent
corruption.

27 May, 2015 in Kyiv hosted a
joint international workshop, or-
ganized in cooperation with the
OSCE, SFMS and the Center of
the SFMS on “Current issues of
terrorist financing.

28 May, 2015 in Kyiv hosted
a joint international workshop,
organized in cooperation with
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the OSCE, SFMS and the Center
SFMS on “Combating money
laundering - as protector of cor-
ruption in the activities of public
officials”.

18-19 June 2015, in Lviv host-
ed a joint international work-
shop, organized in cooperation
with the OSCE, SFMS and the
Center of SFMS on: “Genesis of

AEPIKABHA COYXKBA
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Pic. 9.8

the national legislation to com-
bat money laundering, terror-
ist financing and the financing
of proliferation of weapons of
mass destruction in the light
novels and implementation of
international standards”.

5-6 November 2015, in Lviv
hosted a joint international sci-
entific workshop organized in

Pic. 9.9
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cooperation with the SFMS and
OSCE on “National risk assess-
ment: the place and role of the
private sector”.

8-9 December, 2015, in Kyiv

Participation of Ukraine rep-
resentatives in international
events, organized in cooperation
with OSCE is important, in view
of experience exchange, deep-
ening and acquiring new knowl-
edge, and to represent Ukraine
as a state that provides important
measures to achieve internation-
al standards in combating against
the laundering of proceeds of
crime or financing of terrorism.

9.1.5.2. Cooperation with the
UN - United Nations Office on
Drugs and Crime (UNODC), UN
Security Council, Counter-Ter-
rorism Committee, Organization
for Democracy and Economic
Development

hosted a joint international scien-
tific workshop organized in coop-
eration with the SFMS and OSCE
on “National risk assessment: the
place and role of government”.

Pic. 9.10

7-10 December held a training
seminar UN Office on Drugs and
Crime (UNODC) on “Identifying,
investigating and preventing il-
licit financial flows from human
trafficking” in Chisinau, Moldova.

During the participating of
delegation of the SFMS in that
seminar supposed to get practi-
cal experience in financial inves-
tigations and the management
team of financial investigators,
learn about the use of financial
investigations to prevent human
trafficking network, presenta-
tion of methods of destruction
of financial assets and network
infrastructure trafficking unit of
lectures on the improvement of
public-private partnership of the
financial sector to work more ef-
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fectively preventing trafficking
networks.

The seminar were given a par-
ticipants specific recommenda-
tions for the analysis of real gaps
and ways to overcome the prob-
lems associated with the detec-
tion, investigation and obstruc-
tion llicit financial flows from
human trafficking.

9.1.5.3. German Society for In-
ternational Cooperation (GIZ)

6-8 October 2015 in Berlin,
Germany, a representative of
SFMS took part in the interna-
tional seminar on “Combating il-
legal financial flows”.

15-16 October 2015 in the Is-
tanbul, Turkey representative of
SFMS took part in the interna-
tional seminar on “Fighting cor-
ruption and strengthening the
management/money launder-

& ”

ing”.
9.1.5.4. Secretariat AMON

From 22 to 25 September
2015 in Toledo (Spain) took place
the annual meeting on combat-
ing corruption, during which
discussed the issue of combat-
ing money laundering and held
workshops and financial re-
searches. As a result of the work-
shop the representative of the
SFMS gained experience in in-
vestigating cases connected with

the anti-money laundering. In
addition, the representative had
the opportunity to exchange ex-
periences on the practical ap-
plication of approaches to the
implementation of the financial
analysis.

9.1.5.5. Cooperation with Min-
istry of Finance of the Nether-
lands

In the period from 22 to 24
April 2015 to exchange experi-
ence in combating money laun-
dering and terrorist financing del-
egation of Ukraine had the visit
to the Netherlands government
bodies that involved in combat-
ing money laundering and ter-
rorist financing. During this event
the delegation of Ukraine consid-
ered the following issues:

e familiarization with the sys-
tem of AML/CFT of the Neth-
erlands and definition of roles,
functions and tasks of the De-
partment of Financial Informa-
tion of the Ministry of Finance
of the Netherlands in the above
system;

e familiarization with the in-
vestigation of cases linked to or-
ganized crime and crime related
to the cash (drug trafficking, or-
ganized crime, corruption);

e familiarization with the role
of law enforcement agencies in
combating money laundering
and terrorist financing;
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e review with the legal frame-
work of investigation the crimi-
nal proceedings, freezing and
confiscation of proceeds of crime
in the Netherlands;

e familiarization with experi-
ence on asset recovery proce-
dure in cases on legalization of in-
come related to organized crime
and crimes related to cash;

e exploring with the best prac-
tices and key principles in inves-
tigating cases and confiscation of
proceeds of crime.

9.1.5.6 FIU Estonia

From 26 to 28 August 2015
was held part by representatives
of SEFMS in the multilateral work-
ing group meetings in the frame-
work of cooperation between
FIUs and the Republic of Estonia.

While the participation of
the representatives of SFMS in

this meeting took place:

e familiarization with the sys-
tem of AML/CFT Estonia and de-
fining the role and the basic func-
tions of the FIU of Estonia in the
above system;

e familiarization with the tools
to prevent and combat corrup-
tion;

e bilateral cooperation be-
tween SFMS and FIUs of the Re-
public of Estonia in the AML/ CFT.

9.1.5.7. FIU Poland

24-26 November 2015 in War-
saw, Republic of Poland, took
place on an official visit to ex-
change experience in combating
money laundering and terrorist
financing, in the framework of
cooperation between SFMS and
FIUs of Poland with representa-
tives of SFMS (pic. 9.11).

While the participation the

Pic. 9.11.
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representatives of the SFMS in
that the official visit was to con-
sider:

e familiarization with the sys-
tem of AML / CFT of Poland and
the definition of the role and the
basic functions of the FIU of Po-
land in the above system;

e familiarization with the tools
to prevent and combat corrup-
tion;

e familiarization with the types
of criminal offenses related to
money laundering, which is in-
vestigating by the FIU of Poland;

e bilateral cooperation be-
tween SFMS and the competent
authorities of the Republic of Po-
land in the AML / CFT;

e review with the legal frame-
work in the field of AML / CFT of
Poland;

e familiarization  with  the
method of analysis of bank ac-
counts, contracts and legal obli-
gations of financial institutions;

e exploring with the best prac-
tices and key principles in finan-
cial investigations and confisca-
tion of proceeds from crime;

e familiarization with conduct-
ing training on combating money
laundering and terrorist financing.

9.1.5.8. Exchange of informa-
tion with foreign FIU’s

SFMS permanently ensures
interaction and exchange of in-
formation with competent au-

thorities of foreign states and
international organizations in fa-
cilitating the investigations of for-
eign transnational schemes.

During 2015 SFMS and 137 Fi-
nancial Intelligence Units (FIU’s)
conducted exchange of informa-
tion that night be related with il-
legal activity.

Thereby, during 2015 SFMS
conducted 421 requests to 70
FIU’'s and received 489 replies
from 72 FIU’s. At the same time
SFMS received 245 requests from
49 FIU’s and provided 285 replies
to 47 FIU’s.

During 2015 SFMS conducted
the most active information ex-
change with as follows:

e FIU of Latvia (sent 46 re-
quests),

e FIU of Cyprus (sent 32 re-
quests),

* FIU of UK (sent 31 request),

e FIU of CLLUA and Switzerland
(sent 19 requests to both),

e FIU of British Virgin Island
(BVI) (sent 18 requests).

At the same time in 2015 poui
the most requests received as
follows:

e FIU of Austria (received 23
requests),

® FIU of USA (received 18 re-
guests),

e FIU of Poland and FIU of UK
(received 17 request from each),

¢ FIU of Latvia (received 12 re-
quests).

During 2015 SFMS conducted a
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number of meetings with liaison
officers for the development of
system of financial monitoring.

9.1.5.9. Participation in other in-
ternational events

22 January, 2 July and 29 Oc-
tober, 2015 the representative
of SFMS participated in the ne-
gotiations on the application, in-
terpretation, performance and
breach of the Russian Federa-
tion, the International Conven-
tion for the Suppression of the
Financing of Terrorism 1999 that
held in Minsk, Belarus.

During the participation of a
representative of SFMS in these
negotiations was provided clari-
fication within the competence
regarding the interpretation and
application of the International
Convention for the Suppression
of the Financing of Terrorism
1999.

15-21 November in the War-
saw, Poland, held a training semi-
nar on: “Development and im-
plementation of anti-corruption
programs for government agen-
cies”, which was attended by a
representative of SFMS in the
framework of international coop-
eration between SFMS and the
Academy of Public Administra-
tion of the Eastern Partnership.

24-26 November 2015 in Kyiv
hosted a training workshop in
the framework of technical assis-

tance of the Ministry of Finance
of the Republic of Poland on “Re-
strictive measures against certain
countries and legislation to com-
bat money laundering or terror-
ist financing”.

29 November - 5 December in
Brussels, Belgium held a training
course on European integration
for the Ukrainian civil servants
in the context of the Association
Agreement between Ukraine and
the EU.

During the participation of
a representative of SFMS in a
specific training course held ac-
guaintance with the subject of
the preparation and implemen-
tation of EU policies (in various
sectors) within the Belgian fed-
eral system, as well as bilateral
cooperation between SFMS and
the competent authorities of Bel-
gium in the AML / CFT.

1-3 December 2015 in Kyiv
hosted a training seminar, in the
framework of technical assis-
tance of the Ministry of Finance
of the Republic of Poland on: “FIU
Poland. Overview and features of
activity”.

In addition, during 2015 the ex-
perts of SFMS provided technical
assistance to foreign colleagues
in the development and im-
provement of national systems
for combating money laundering
and terrorist financing within the
Egmont Group of Financial Intel-
ligence Units.
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10. PLANS FOR 2016.
DEVELOPMENT PERSPECTIVES

In 2016 it is planned to per-
form the following tasks.

I. Improvement of legis-
lation on prevention and
counteraction to legalization
(laundering) of proceeds from
crime, terrorist financing and
the financing of proliferation
of weapons of mass destruc-
tion.

The aim will be achieved by
the following means:

e support the adoption of
draft legal acts developed to
implement the Law of Ukraine
“On prevention and counter-
action to legalization (laun-
dering) of proceeds from
crime, terrorist financing and
the financing of proliferation
of weapons of mass destruc-
tion”;

e development of normative
legal acts for the implementa-
tion of the fourth European
Directive on the prevention of
money laundering and fight
against terrorism;

e approval of draft legal acts
of other state bodies need-
ed to implement the Law of
Ukraine “On prevention and
counteraction to legalization
(laundering) of proceeds from

crime, terrorist financing and
the financing of proliferation
of weapons of mass destruc-
tion” and the implementation
of the fourth Directive of the
European Parliament on the
prevention of money launder-
ing and combating terrorism.

Il. Enhancement of intera-
gency interaction between
the state agencies — partici-
pants of the national AML/
CFT system

The aim will be achieved by
the following means:

e Implementation the Strat-
egy of the system for pre-
vention and counteraction
to legalization (laundering)
of proceeds from crime or fi-
nancing of terrorism and the
financing of proliferation of
weapons of mass destruction
for the period 2020;

e provide a national risk as-
sessment of money launder-
ing and terrorist financing at
the national level, with inter-
national experience;

e holding on a regular basis
of meetings of ML/TF Methods
and Trends Research Council
as a constantly acting consul-
tative and advisory agency,
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established by the Cabinet of
Ministers of Ukraine;

e coordination of the state
agencies in the course of ful-
filment of the AML/CFT Action
Plan for 2016.

Ill. Participation in the
AML/CFT international coop-
eration

The aim will be attained by
the following means:

e providing the participants
of the national system of fi-
nancial monitoring with con-
sulting on AML/CFT measures
and new FATF Standards;

e ensuring effective coop-
eration with the international
organizations and institutions
acting in the AML/CFT area;

e organization of interna-
tional training events and in-
formation sharing in the AML/
CFT area;

e concluding of AML/CFT in-
ternational interagency agree-
ments with foreign counter-
parts.

IV. Development and en-
hancement of unified state in-
formation system in the AML/
CFT area

The aim will be attained by
the following means:

e provision within the ap-
propriation for the purpose
of capacity support hardware-
software system unified infor-

mation system on prevention
and counteraction to legaliza-
tion (laundering) of proceeds
from crime, terrorist financing
and the financing of prolifera-
tion of weapons of mass de-
struction.

V. Organization and coor-
dination of the activities on
re-training and profession-
al development of the spe-
cialists of the state agencies
on financial monitoring and
Compliance officers of the re-
porting entities in the AML/
CFT area on the base of the
Training Center of the SFMS
of Ukraine

The aim will be attained by
the following means:

e reorganization of the
Training Center of the SFMS of
Ukraine to the Academy;

e providing modern tech-
niques and technology train-
ing and professional devel-
opment of staff and heads of
divisions entities responsible
for financial monitoring, as
well as government officials
in the sphere of AML/CFT and
proliferation of weapons of
mass destroy.

VI. Analysis of the informa-
tion on financial transactions
subject to financial monitor-
ing, or the information that
may be related to the suspi-
cion in legalization (launder-
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ing) of the proceeds of crime
and terrorist financing

The aim will be attained by
the following means:

e increasing effectiveness of
the analysis of financial trans-
actions that may be related
to legalization (laundering) of
the proceeds of crime or ter-
rorist financing or carried out
with the participation of per-
sons who publicly calling for

violent change or overthrow
of the constitutional order or
change borders or territory of
the state border of Ukraine in
order to forward to the law
enforcement and intelligence
agencies, pursuant to the com-
petence, the case referrals;

e research of ML/TF trends
and methods and raising re-
porting entities’ awareness of
them.
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The list of regulatory legal acts
in the area of preventing and
counteracting to legalization
(laundering) of the proceeds
from crime, terrorist financing
and financing of proliferation
of weapons of mass destruc-
tion, accepted in 2015

Acts of the Cabinet of Minis-
ters of Ukraine

1.Resolution of the Cabinet
of Ministers of Ukraine and the
National Bank of Ukraine of
March 11, 2015 N299 “The Ac-
tion plan for 2015 on preventing
and counteracting to legalization
(laundering) of the proceeds
from crime, terrorist financing
and financing of proliferation of
weapons of mass destruction”.

2. Resolution of the Cabinet of
Ministers of Ukraine of May 14,
2015 of Ne299 “Some issues of
Unified Information system on
prevention and counteraction
to legalization (laundering) of
proceeds from crime, terrorist
financing and financing of prolif-
eration of weapons of mass de-
struction”.

3. Resolution of the Cabinet of
Ministers of Ukraine of June 17,
2015 No411 “Procedure for sub-
mitting information under the
request of the State Financial
Monitoring Service of Ukraine by
business entities, enterprises, in-

stitutions, organizations, which
are not reporting entities”.

4. Resolution of the Cabinet of
Ministers of Ukraine of July 17,
2015 Ne510 “The procedure for
determining States (territories)
which do not fulfill or improperly
fulfil recommendations of inter-
national, inter-governmental or-
ganizations operating in the area
of preventing and counteracting
to the legalization (laundering)
of the proceeds from crime, ter-
rorist financing and financing of
proliferation of weapons of mass
destruction”.

5. Resolution of the Cabinet of
Ministers of Ukraine of July 29,
2015 No537 “On approval of the
Regulation on the State Financial
Monitoring Service of Ukraine”.

6. Resolution of the Cabinet of
Ministers of Ukraine of August
5, 2015 No552 “Some aspects of
the financial monitoring organi-
zation”.

7.Resolution of the Cabinet of
Ministers of Ukraine of August 8,
2015 N2o610 “Regulations on the
organization and coordination of
retraining and professional de-
velopment of specialists in finan-
cial monitoring”.

8.Resolution of the Cabinet
of Ministers of Ukraine of Sep-
tember 8, 2015 N2693 “On the
procedure of submitting of infor-
mation about client upon the re-
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quest of initial financial monitor-
ing entity by state agencies, state
registrars”.

9. Resolution of the Cabinet of
Ministers of Ukraine of Septem-
ber 16, 2015 N2708 “On the pro-
cedure of submitting of informa-
tion on financial transactions and
their participants to the State
Financial Monitoring Service of
Ukraine by state agencies and
bodies of local self-government,
state registrar”.

10.Resolution of the Cabinet
of Ministers of Ukraine of Sep-
tember 16, 2015 Ne717 “The is-
sues of organization of national
risk assessment of the legaliza-
tion (laundering) of proceeds of
crime and terrorist financing”.

11.Resolution of the Cabinet of
Ministers of Ukraine of Novem-
ber 25, 2015 N2966 “On approv-
al of the Procedure of forming
of the list of persons connected
with conducting of terrorist ac-
tivities or concerning which the
international sanctions are ap-
plied”.

12.Resolution of the Cabinet
of Ministers of Ukraine of De-
cember 30, 2015 Ne1407-r “On
approval of the Strategy of devel-
opment of prevention and coun-
teraction to legalization (laun-
dering) of proceeds from crime,
terrorist financing and financing
of proliferation of weapons of
mass destruction for the period
till 2020”.

Orders of the Ministry of Fi-
nance of Ukraine, by which
SFMS is guided

1. Order of the Ministry of Fi-
nance of Ukraine of March 10,
2015 No306 “On approval of
Principles of processing of infor-
mation on the financial transac-
tions which are subject to finan-
cial monitoring received from
initial financial monitoring enti-
ties, and criteria of the analysis of
such transactions” registered at
the Ministry of Justice of Ukraine
on 26.03.2015 NeNe333/26778.

2. Order of the Ministry of Fi-
nance of Ukraine of March 26,
2015 of Ne361 “On approval of
the exchange of information be-
tween the State Service for Fi-
nancial Monitoring of Ukraine
and the Ministry of Finance of
Ukraine for improving efficiency
of supervision of compliance by
reporting entities with the re-
guirements of the legislation on
prevention and counteraction
to legalization (laundering) of
proceeds from crime, terrorist
financing and financing of pro-
liferation of weapons of mass
destruction”, registered at the
Ministry of Justice of Ukraine on
09.04.2015 Ne399/26844.

3. Order of the Ministry of Fi-
nance of Ukraine of March 27,
2015 No366 “Some issues of
sanctions application by the
State Financial Monitoring Ser-
vice of Ukraine”, registered at
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the Ministry of Justice of Ukraine
on 16.04.2015 N2428/26873.

4.QOrder of the Ministry of Fi-
nance of Ukraine of April 14,
2015 N2o436 “On approval of the
Procedure of conducting inspec-
tions of initial financial monitor-
ing entities by the State Financial
Monitoring Service of Ukraine”
registered at the Ministry of Jus-
tice of Ukraine on 05.05.2015
No492/26937.

5.0rder of the Ministry of Fi-
nance of Ukraine of May 27,
2015 No465 “On approval of
the Instruction on the materials
development of administrative
violations by the State Financial
Monitoring Service of Ukraine”,
registered at the Ministry of Jus-
tice of Ukraine on 20.05.2015
Ne581/27026.

6. Order of the Ministry of Fi-
nance of Ukraine of June 08,
2015 No542 “On approval of the
formation of an account ID and
submission of the certificate of
an account ID and form of such
certificate”, registered at the
Ministry of Justice of Ukraine on
24.06.2015 N2749/27194.

7.0rder of the Ministry of Fi-
nance of Ukraine of July 8, 2015
Ne628 “On approval of the
Procedure for coordination be-
tween State Financial Monitor-
ing Service of Ukraine and initial
financial monitoring entities of
terms of provision of requested
information”, registered at the

Ministry of Justice of Ukraine on
27.07.2015 N2900/27345.

8. Order of the Ministry of Fi-
nance of Ukraine of July 23, 2015
Ne662 “On approval of Regula-
tion of conducting of financial
monitoring by initial financial
monitoring entities, state regu-
lation and supervision of which
activities are performed by State
Financial Monitoring Service of
Ukraine”, registered at the Min-
istry of Justice of Ukraine on
12.08.2015 N2973/27418.

9. Order of the Ministry of Fi-
nance of Ukraine of July 03, 2015
Ne691 “On approval of Proce-
dure of submitting of the infor-
mation by the State Financial
Monitoring Service of Ukraine to
the National Bank of Ukraine for
improving supervision of com-
pliance with the requirements
of the legislation on prevention
and counteraction to legaliza-
tion (laundering) of proceeds
from crime, terrorist financing
and financing of proliferation of
weapons of mass destruction by
reporting entities”, registered at
the Ministry of Justice of Ukraine
on 20.08.2015 Ne1011/27456.

10.0Order of the Ministry of
Finance of Ukraine of October
27, 2015 No950 “On approval
of Regulation on procedure of
application of preventive meas-
ures concerning the states which
do not fulfill or improperly fulfill
recommendations of interna-
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tional, inter-governmental or-
ganizations operating in the area
of preventing and counteracting
to the legalization (laundering)
of the proceeds from crime, ter-
rorist financing and financing of
proliferation of weapons of mass
destruction”, registered at the
Ministry of Justice of Ukraine on
16.11.2015 No1434/27879.

11.0rder of the Ministry of
Finance of Ukraine of Novem-
ber 19, 2015 N21039 “On revo-
cation of the order of the State
Committee of Financial Moni-
toring of Ukraine of March 24,
2006 No56”, registered at the
Ministry of Justice of Ukraine on
04.12.2015 Ne1510/27955.

12.0rder of the Ministry of
Finance of Ukraine of Novem-
ber 11, 2015 N21003 “On revo-
cation of some orders regard-
ing financial monitoring issues”,
registered at the Ministry of Jus-
tice of Ukraine on 26.11.2015
Ne1474/27919.

13.0rder of the Ministry of Fi-
nance of Ukraine of November
24, 2015 No1085 “On approval
of the electronic interaction be-
tween initial financial monitoring
entities and the State Financial
Monitoring Service of Ukraine”,
registered at the Ministry of Jus-
tice of Ukraine on 18.12.2015
Ne1593/28038.

14.0rder of the Ministry of Fi-
nance of Ukraine of December
23, 2015 Ne1168 “On approval

of the Procedure for provision of
information on tracking (moni-
toring) of financial transactions”,
registered at the Ministry of Jus-
tice of Ukraine on 16.01.2016
Ne80/28210.

Joint acts of the Ministry of
Finance Ukraine

1. Order of the Ministry of Fi-
nance of Ukraine of April 09,
2015 No407 and Order of the
the National Commission for Fi-
nancial Service Markets Regula-
tion of April 09, 2015 N2688 “On
approval of Procedure of infor-
mation exchange between the
State Financial Monitoring Ser-
vice of Ukraine and the National
Commission for Financial Service
Markets Regulation for improv-
ing of efficiency of supervision
of compliance with the require-
ments of the legislation on pre-
venting and counteracting to the
legalization (laundering) of the
proceeds from crime, terrorist
financing and financing of prolif-
eration of weapons of mass de-
struction by initial financial mon-
itoring entities”, registered at the
Ministry of Justice of Ukraine on
29.04.2015 N2480/26925.

2.Order of the Ministry of Fi-
nance of Ukraine of April 07,
2015 No402, decision of the Na-
tional Securities and Stock Mar-
ket Commission of 07.04.2015
Ne465 “On approval of Proce-
dure of information exchange
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between State Financial Moni-
toring Service of Ukraine and the
National Securities and Stock
Market Commission for improv-
ing of efficiency of supervision
of compliance with the require-
ments of the legislation on pre-
venting and counteracting to the
legalization (laundering) of the
proceeds from crime, terrorist
financing and financing of prolif-
eration of weapons of mass de-
struction by initial financial mon-
itoring entities”, registered at the
Ministry of Justice of Ukraine on
29.04.2015 No483/26928.

3. Order of the Ministry of Fi-
nance of Ukraine and the Minis-
try of Infrastructure of Ukraine
of April 23, 2015 No458/148
“On approval of the informa-
tion exchange between the
State Financial Monitoring Ser-
vice of Ukraine and the Minis-
try of Infrastructure of Ukraine
for improving supervision of ef-
ficiency of supervision of com-
pliance with the requirements
of the legislation on prevention
and counteraction to legaliza-
tion (washing) of the income,
received by the criminal way,
to financing of terrorism and fi-
nancing of distribution of weap-
ons of mass destruction by initial
financial monitoring entities”,
registered at the Ministry of Jus-
tice of Ukraine on 13.05.2015
Ne523/26968.

4.Joint order of the Ministry

of Finance of Ukraine and the
Ministry of Justice of Ukraine
of May 27, 2015 Ne521/796/5
“On approval of the information
exchange between the State Fi-
nancial Monitoring Service of
Ukraine and the Ministry of Infra-
structure of Ukraine for improv-
ing supervision of supervision
of preventing and counteract-
ing to the legalization (launder-
ing) of the proceeds from crime,
terrorist financing and financ-
ing of proliferation of weapons
of mass destruction by initial
financial monitoring entities”,
registered at the Ministry of Jus-
tice of Ukraine on 11.06.2015
No689/27134.

5. Order of the Ministry of Fi-
nance of Ukraine and the Min-
istry of Economic Development
and Trade of Ukraine of June 19,
2015 No575/625 “On approval
of the information exchange be-
tween the State Financial Moni-
toring Service of Ukraine and
the Ministry of Economic Devel-
opment and Trade of Ukraine
for improving supervision of
supervision of preventing and
counteracting to the legalization
(laundering) of the proceeds
from crime, terrorist financing
and financing of proliferation of
weapons of mass destruction by
initial financial monitoring enti-
ties”, registered at the Ministry of
Justice of Ukraine on 08.07.2015
Ne806/27251.
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6. Order of the Ministry of Fi-
nance of Ukraine of August 03,
2015 Ne690 “On revocation of
the order of the Ministry of Fi-
nance of Ukraine of January 17,
2012 No22”, registered at the
Ministry of Justice of Ukraine on
August 20, 2015 Ne1012/27457
/ The resolution of Board of Na-
tional Bank of Ukraine of August
03, 2015 Ne507 “On revocation
of the Resolution of Board of Na-
tional Bank of Ukraine of January
17,2012 Ne7”.

7.0rder of the Ministry of Fi-
nance of Ukraine and the Secu-
rity Service of Ukraine of Sep-
tember 09, 2015 Ne758/578 “On
revocation of the order of the
State Committee for Financial
Monitoring of Ukraine and the
Security Service of Ukraine of
August 25, 2009 Ne109 / 566"
registered at the Ministry of Jus-
tice of Ukraine on 23.09.2015
Ne1128/27573.

8. Order of the Ministry of Fi-

nance of Ukraine and the State
Service of Special Communica-
tions and Information Protec-
tion of Ukraine of November
06, 2015 N2e995 / 666 “On revo-
cation of the order of the State
Committee for Financial Moni-
toring of Ukraine and the Depart-
ment of Special Telecommunica-
tion Systems and Information
Protection of Security Service
Ukraine of September 11, 2006
No173/104DSK”, registered at
the Ministry of Justice of Ukraine
on 18.11.2015 Ne1446/27891.
9. Order of the Ministry of Fi-
nance of Ukraine, the Foreign In-
telligence Service of Ukraine, the
Ministry of Defense of Ukraine,
the Ministry of Internal Affairs of
Ukraine of December 01, 2015
Ne1112/426/678/1533 “On ap-
proval of the case referrals sub-
mission to intelligence agencies
of Ukraine”, registered at the
Ministry of Justice of Ukraine on
17.12.2015 Ne1583/28028.
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Acts of state financial monitor-
ing entities, carrying out state
regulation and supervision in
the area of combating legaliza-
tion (laundering) of proceeds
from crime, terrorist financing
and financing of proliferation
of weapons of mass destruc-
tion

Orders of the Ministry of Fi-
nance of Ukraine

1. Order of the Ministry of Fi-
nance of Ukraine of April 23,
2015 No460 “On some issues
of sanctions application by the
Ministry of Finance of Ukraine”,
registered at the Ministry of Jus-
tice of Ukraine on 14.05.2015
Ne515/26960.

2. Order of the Ministry of Fi-
nance of Ukraine ofMay 6, 2015
Ne489 “On approval of Proce-
dure for conductinf of inspec-
tions initial financial monitoring
entities by the Ministry of Fi-
nance of Ukraine”, registered at
the Ministry of Justice of Ukraine
on 25.05.2015 Ne596/27041.

3. Order of the Ministry of Fi-
nance of Ukraine of December
22, 2015 Ne1160 “Regulation
on conducting of the financial
monitoring of the initial financial
monitoring entities, which ac-
tivities are regulated and moni-
tored by the Ministry of Finance
of Ukraine”, registered at the

Ministry of Justice of Ukraine on
15.01.2016 N263/28193.

Orders of the Ministry of Jus-
tice of Ukraine

1. Order of the Ministry of Jus-
tice of Ukraine of May 13, 2015
Ne673/5 “On approval of Proce-
dure of conducting inspections
of the initial financial monitoring
entities and its territorial bod-
ies by the Ministry of Justice of
Ukraine”, registered at the Min-
istry of Justice of Ukraine on
13.05.2015 Ne528/26973.

2. Order of the Ministry of Jus-
tice of Ukraine of May 28, 2015
Ne810/5 “On approval of Proce-
dure for cases hearing on viola-
tion of the requirements of the
legislation regulating activities
in the area of preventing and
counteracting to the legalization
(laundering) of the proceeds
from crime, terrorist financing
and financing of proliferation of
weapons of mass destruction,
and application of sanctions”,
registered at the Ministry of Jus-
tice of Ukraine on 29.05.2015
Ne628/27073.

3. Order of the Ministry of Jus-
tice of Ukraine of May 28, 2015
Ne811/5 “On approval of Regu-
lation on the Commission of the
Ministry of Justice of Ukraine
concerning application of sanc-
tions for violation of require-
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ments of the legislation regu-
lating activities in the area of
preventing and counteracting
to the legalization (laundering)
of the proceeds from crime, ter-
rorist financing and financing of
proliferation of weapons of mass
destruction”, registered at the
Ministry of Justice of Ukraine on
29.05.2015 N2629/27074.

4. Order of the Ministry of Jus-
tice of Ukraine of 18.06.2015
Ne999/5 “Regulation on conduct-
ing of the financial monitoring
of the initial financial monitor-
ing entities, which activities are
regulated and monitored by the
Ministry of Justice of Ukraine”,
registered at the Ministry of Jus-
tice of Ukraine on 22.06.2015
Ne735/27180.

5. Order of the Ministry of Jus-
tice of Ukraine of 06.10.2015
Ne1899/5 “On approval of Cri-
teria used for assessing of the
level of the risk of initial finan-
cial monitoring entities be used
for the legalization (laundering)
of the proceeds from crime, ter-
rorist financing and financing of
proliferation of weapons of mass
destruction”, registered at the
Ministry of Justice of Ukraine of
07.10.2015 Ne217/27662.

6. Order of the Ministry of Jus-
tice of Ukraine of 16.10.2015
Ne2011/5 “On approval of Reg-
ulation on procedure of appli-
cation of preventive measures
concerning the states which do
not fulfill or improperly fulfill

A d PO

recommendations of interna-
tional, inter-governmental or-
ganizations operating in the area
of preventing and counteracting
to the legalization (laundering)
of the proceeds from crime, ter-
rorist financing and financing of
proliferation of weapons of mass
destruction”, registered at the
Ministry of Justice of Ukraine on
16.10.2015 Ne1263/27708.

Orders of the Ministry of In-
frastructure of Ukraine

1.The order of the Ministry
of Infrastructure of Ukraine of
July 30, 2015 N2295 “On ap-
proval of the preventive meas-
ures to states which do not fulfill
or improperly fulfill the recom-
mendations of international in-
tergovernmental organizations
involved in combating the legali-
zation (laundering) of proceeds
from crime, terrorist financing
and financing of proliferation of
weapons of mass destruction”,
registered at the Ministry of Jus-
tice of Ukraine on 18.08.2015
N2996/27441.

2.0rder of the Ministry of
Infrastructure of Ukraine of
11.08.2015 N2307 “On approv-
al of Regulation of the Ministry
of the Infrastructure of Ukraine
on application of sanctions for
violations of the Law of Ukraine
“On preventing and counteract-
ing to the legalization (launder-
ing) of the proceeds from crime,
terrorist financing and financing
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of proliferation of weapons of
mass destruction and/or regula-
tory acts which regulate activi-
ties in the area of preventing and
counteracting to the legalization
(laundering) of the proceeds
from crime, terrorist financing
and financing of proliferation of
weapons of mass destruction”,
registered at the Ministry of Jus-
tice of Ukraine on 26.08.2015
Ne1029/27474.

3. Orderofthe Ministry of Infra-
structure of Ukraine of Septem-
ber 3, 2015 N2347 “On approval
of the Instruction on registration
of materials on administrative
offenses”, registered at the Min-
istry of Justice of Ukraine on
21.09.2015 Ne1116/27561.

4.0rder of the Ministry of
Infrastructure of Ukraine of
02.11.2015 N2437 “On approv-
al of Criteria used for assessing
of the level of the risk of initial
financial monitoring entities
which activities are regulated
and monitored by the Ministry
of Finance of Ukraine to be used
for the legalization (laundering)
of the proceeds from crime, ter-
rorist financing and financing of
proliferation of weapons of mass
destruction”, registered at the
Ministry of Justice of Ukraine on
18.11.2015 No1447/27892.

Resolutions of the National
Bank of Ukraine
1. Resolution of Board of the

National Bank of Ukraine of
28.04.2015 N2282 “On approval
of amendments to Regulation on
application of measures by the
National Bank of Ukraine for vio-
lations of the bank legislation”.

2.Resolution of Board of the
National Bank of Ukraine of May
12, 2015 Ne316 “On the applica-
tion of sanctions to non-bank fi-
nancial institutions”.

3. Resolution of Board of the
National Bank of Ukraine of June
26, 2015 No417 “On approval of
Regulation on conducting of fi-
nancial monitoring by banks”.

4.Resolution of Board of the
National Bank of Ukraine of July
24,2015 Ne80 “On amendments
to some legislative acts of the
National Bank of Ukraine”.

5.Resolution of Board of the
National Bank of Ukraine of July
24, 2015 No481 “On amend-
ments to some legislative acts
of the National Bank of Ukraine
on transactions with electronic
money”.

6. Resolution of Board of the
National Bank of Ukraine of July
31, 2015 No499 “On amend-
ments to the Regulations on
the organization and conduct-
ing inspections on prevention
and counteraction to legalization
(laundering) of proceeds from
crime or terrorist financing”.

7.Resolution of Board of the
National Bank of Ukraine of
03.08.2015 No507 “On revoca-
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tion of Resolution of Board of
the National Bank of Ukraine
of January 17, 2012 Ne7 “On
approval of Procedure of sub-
mitting by the State Financial
Monitoring Service of Ukraine
National Bank of Ukraine infor-
mation to the National Bank of
Ukraine for improving supervi-
sion of banks compliance with
the requirements of the legisla-
tion on preventing and counter-
acting to legalization (launder-
ing) of proceeds from crime or
terrorist financing”.

Decisions of the National Se-
curities and Stock Market Com-
mission

1. Decision of the National Se-
curities and Stock Market Com-
mission of July 17, 2015 Ne1038
“On approval of Procedure of
control over compliance with the
requirements of the legislation in
the area of preventing and coun-
tering to legalization (launder-
ing) of proceeds from crime, ter-
rorist financing and financing of
proliferation of weapons of mass
destruction by professional stock
market players”, registered at
the Ministry of Justice of Ukraine
on 06.08.2015 N2955/27400.

2. Decision of the National Se-
curities and Stock Market Com-
mission of May 19, 2015 N2675
“On amendments to the deci-
sion of the National Securities
and Stock Market Commission

of 11 December, 2012 N21766”,
registered at the Ministry of Jus-
tice of Ukraine on 04.06.2015 of
Ne654/27099.

3. Decision of the National Se-
curities and Stock Market Com-
mission of November 24, 2015
Ne1894 “On revocation of the
decision of the State Commis-
sion on Securities and Stock Mar-
ket of December 10, 2003 N262”,
registered at the Ministry of Jus-
tice of Ukraine on 08.12.2015
Ne1524/27969.

Resolutions of the National
Commission for State Regula-
tion of Financial Services Mar-
kets

1. Resolution of the National
Commission for State Regulation
for Financial Services Markets of
01.10.2015 N92372 “On approv-
al of Procedure of application of
sanctions, provided by the Law
of Ukraine “On preventing and
counteracting to the legalization
(laundering) of the proceeds
from crime, terrorist financing
and financing of proliferation of
weapons of mass destruction,
submitting claims and conduct-
ing of control over its perfor-
mance by the National Com-
mission for State Regulation for
Financial Services Markets and
the revocation of some resolu-
tions of the State Commisssion
for Financial Services Market
Regulation”, registered at the
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Ministry of Justice of Ukraine on
22.10.2015 Ne1283/27728.
2.Resolution of the National
Commission for State Regulation
of Financial Services Markets of
10.12.2015 N23052 “On revo-
cation of the resolution of the
State Commisssion for Financial
Services Market Regulation of
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The State Financial
Monitoring Service of Ukraine
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Kyiv, 04655, Ukraine

tel: (38044) 594 16 01

fax: (38044) 594 16 00
e-mail: sdfm@sdfm.gov.ua
www.sdfm.gov.ua

Septemner 16, 2003 No55 “On
approval of Regulation of pro-
cedure of education of employ-
ees and heads of units of finan-
cial institutions, responsible for
conducting internal financial
monitoring”, registered at the
Ministry of Justice of Ukraine on
29.12.2015 Ne1654/28099.




